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Shortly explained:
Open Industry 4.0 Alliance

Brochure available at:
https://openindustry4.com/download-center/



N
.:\\(OPEN INDUSTRY 4.0

Goals & Vision ¢ ALLIANCE

At the Open Industry 4.0 Alliance, we create customer value together by implementing existing standards and developing
interoperable Industry 4.0 solutions and services.

To achieve this, we follow a common framework, co-developed and powered by
a group of industry leaders, from sensor to the cloud.

& &

DELIVER DEVELOP ENSURE ESTABLISH CREATE A
CUSTOMER VALUE INTEROPERABLE OPERATORS, A COMMON VIABLE
TOGETHER PRODUCTS AND OEMs & Ol4 FRAMEWORK ECOSYSTEM
SOLUTIONS ECOSYSTEM & SEMANTICS
COLLABORATE

ADVANTAGES IN ANUTSHELL:

The solutions that Ol4 Alliance members jointly develop are easily deployed and integrated
in the factories, plants and warehouses of customers (operators and OEMs).
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\;T_\) :%'C-)PEN INDUSTRY 4.0 CUSTOMERS OF
DIRECTION STANDARDS _:\"OPEQLTI%%TERY 40 | 7T ALLIANCE MEMBERS
SETTERS BODIES J= MEMBERS
= Industry & Technology
el e . = Implementation projects
= Reference Architecture . Redional and alobal hubs
= Guidelines g g
Set Drive Drives - Drive - Drive

DIRECTION DEFINITION ADOPTION IMPLEMENTATION USAGE
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~300

Volunteers

Intranet accounts
of members

7*

S EES

14+

Workgroups

30+

Implementation
Projects

Brochure available at:
https://openindustry4.com/download-center/

*soon more

Status: March 2023



At this time the Open Industry 4.0 Alliance comprises of almost 100 companies
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How does an App Store fits
in there?



How We Work — Industry & Technology Workgroups

Adding value by vertical and horizontal integration

© 2023 COPYRIGHT Open Industry 4.0 Alliance | Public
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Open Edge Computing

Open Operator Cloud
Common Cloud Central
Industrial Cyber Security
Remote Device Management
Data Spaces

Application Management

Food & Beverage

Chemicals, Oil & Gas
Intralogistics

Pharma & Medical
Machine Manufacturing
Component Supplier

Use Cases & Go-To-Market

Automotive/ Electronics/ Tech
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How We Work — Industry & Technology Workgroups 7 ALLIANCE

Adding value by vertical and horizontal integration

S

Industrial Cyber Security

Foo & Bk
Che nicals
Intr¢ ogist
Pha ma &
Mac iine |

Remote Device Management

Cor 2one
Aut( motiv

Application Management
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Application Management: Current situation J=C ALLIANCE

Separation of ecosystems

Application

App Store

Deployment

@)

Provider 1

®
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Application Management: Current situation J=¢ ALLIANCE

Separation of ecosystems

Application

App Store

Deployment

@)

®
®

Provider 3

Provider 1 Provider 2

®
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Application Management: Current situation J=¢ ALLIANCE

Separation of ecosystems

Application
4
App Store a 2 a

Deployment

@)

®
®

Provider 3

Provider 2

Provider 1

®
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Application Management: Current situation J=¢ ALLIANCE

Separation of ecosystems

Application

App Store

Deployment

@)

®
®

Provider 3

Provider 2

Provider 1

®
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Application Management: Future situation 7=t ALLIANCE

Ecosystems merger

Application

> 4

@)

.

Provider 1 : : Provider 2 Provider 3
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|
|
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Application Management: Shell Concept

High level overview

Application

Lifecycle @

App Store Deployment
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Application Management: Shell Concept

High level overview

Legal aspects J

App Store
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Application

Technical frame

App Delivery J

Deployment
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Application Management: Shell Concept

High level overview

Application

N

Business frame J

IP protection J

 \ 1
I

\
Technical frame J
L Provisioning J App Validation ]
Invoice l \ App usage
Legal aspects J App Delive
/q\_) Lifecycle L PP i J
g =1 Eer"_

App Store Deployment

© 2023 COPYRIGHT Open Industry 4.0 Alliance | Public



Application Management: Orientation
Successful w/ strong partners

© 2023 COPYRIGHT Open Industry 4.0 Alliance | Public

Lifecycle

IP protection

App Validation

Application

App Store Deployment

Ol4 Community Store
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App Stores as One Core Element
of Industrial Digitization

Niels Trapp

Chief Marketing Officer

Hilscher Gesellschaft fur Systemautomation mbH



Challenges of the Production Industry in the Digitization Age

Companies continue to plan the digitization
of their production lines and services to

> Improve production efficiency
> Increase transparency

> Offer improved services

T

el o

> Launch new digital business models



Industrial loT gains Momentum

Significant investments into various industries — continued also during Covid-19 times

Investitionen in die digitale 3
Transformation der Fertigung

Globale Ausgaben in sechs Schliisselbranchen !(
Wie viel investieren Sie in die digitale Transformation Ihrer Fertigung?

1.065Mrd. € 294 Mrd. €

Durchschnittliche

. 268 Mrd. €

. 198 Mrd. €

- 159 Mrd. €
- 104 Mrd. €

Investitionen in die digitale
u Transformation pro Jahr:
%
1,8%

des Nettoumsatzes

- 42 Mrd. €
I
Gesamtbetrag Industrielle  Chemieindustrie/ Einzelhandel = High-Tech und Automotive und Pharmaindustrie
Fertigung  Verfahrenstechnik und Ver- Elektronik Transport  und Medizintechnik

brauchsgliter

Quelle: PwC Industry 4.0: Building The Digital Enterprise/PwC Digital Factory Transformation Survey 2022/1HS Markit.

> Over a trillion € Invest globally in 2022 acc. to IHS Study
> ~30% into Digital Transformation of Industrial Production

> Another 30% into Process Industry

Investitionen steigen durch Corona - aber nicht iiberall
Welchen Einfluss hat die Corona-Pandemie auf Investitionen ihres Unternehmens in
Industrie 4.07

9%
Deutlich gesenkt
18%
Deutlich erhiht
In Schnitt investieren

Etwas gesenkt
die Unternehmen im

lahr 2021
) 24% a
Weilk nicht / k. A. Etwas erhisht 5%
Ihres Umsatzes in
32% Industrie 4.0
Urverdandert
& Basis: 457 Anwender und Planer von Industrie-3.0-Anwendungen ab 100 Mitarbeitern in Deutschland | Quelle: Bitkom Research 2021 bltkom

> Covid-19 has not delayed the digitization trend

> 42% of companies state they increased or siginificantly increased
investments into Industrie 4.0 (German study of bitcom)




IT/OT Convergence — Industrial loT Bridges Two Worlds

Industrial loT applications require to deeply integrate OT and IT

OT knowledge is key to succeed with IloT integration in order not to

harm running OT systems

Industrial 10T is inherently hybrid — synergies of edge computing

and cloud computing

Complex to operate and scale - requires a sound strategy,

managed lloT infrastructure, and reliable ecosystem partners

Cyber security has become a major concern



Vertical Integration for Industry 4.0 / Industrial loT

Vertical Integration for:
Enterprise Level

Condition Monitoring

Remote Service

|
|
|
|
|
|
|
|
|
|
|
|
|
I
' ||
: Q Supervision Level
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1

Predictive Maintenance

Machine Learning

SCADA**

Smart Control

Control Level
Smart Service

Pay-per-Use

N N NN N BN B BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN NN BN NN BN NN BN BN B B By

Field Level

- Edge Computing -

EIN-/AUSGANGSSIGNALE

* Manufacturing Execution System
**Supervisory Control And Data Acquisition

. . ) , ***Programmable Logic Controller
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Edge Management — Key Capabilities

> Centrally manage all your edge devices >Manage your distributed lloT applications
Simple and secure provisioning of industrial edge Distribute software components and configuration to
devices edge devices

All software applications managed and versioned in
container repositories

Efficiently organize and manage your device fleets

Monitor device health and status
Remote configuration and updates Integrate app Uls into central edge management

Remote access to edge and field devices

Managed
Industrial
loT

>Secure OS for edge devices

> Governance for your lloT data flows
* Linux-base OS tailored for lloT usage . Connecm y

» Configure loT data flow on a per-topic basis

« Keep OS and software up-to-date \ toOT
to prevent and mitigate vulnerabilities » Supports industry standards, such as MQTT,

« Run your lloT apps as Docker containers OPC-UA, Ol4, etc.
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Example: netFIELD Edge Management — High Level Architecture

-

Edge Device

netFIELD OS Edge

Container Runtime
for lloT Edge Apps

Device Mgmt. Data
Client Connectors

Field
Device

\

)

/

PIRJO[F] I
Devicei'et FoEast EthereaT™ Whoavus (Capink CANO e Etheritet/IP @ I0-Link

\

Field
Device

Customer Cloud or
Business Applications

BB Microsoft

B Azure

e

_ _NNg
l:,!' amazon

I webservices

netFIELD Cloud \

Edge Device Fleet Jobs Monitoring
Management

Device Container Container

Registry Management Dashboards
Central lloT . Central
Data Broker AppRegistry Dashboards

Field
Device

J/

Sercos S G

the automation bus

\ /

VARAN

ETHERNET HSl g mn

POWERLINK

@WUA



lloT App‘s as Qualified Adjustments to the Current Automation Task
Challenges for OT engineering

> App economy well established in IT
industry

Different risk management and risk awareness

> OT world challenges include
Reliabilty topics
Machine up-time
Production throughput and efficiency
Compatibility of technology components
Cyber security protection

> Industrial App‘s need to support all
these concerns
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App Stores as one Core Element of Industrial Digitization
Future Edge Installations Benefit from Access to a wide Knowledge and Expertise

> Compatibility: Standardized App inputs
App‘s share same input format based on Ol4 techn. frame

> Reliability: Standardized deployment process
App's deployed seamlessly fit to EDGE Architectures

> Use shared knowledge of a large community
Ol4 community to share expertise with App‘s and to host
numerous App and service providers

> Clear roles and responsibilities for purchase process

> Security by design
Wibu Software Protection for the end-2-end process

© 2023 | Open Industry 4.0 Alliance | Hilscher Gesellschaft fur Systemautomation mbH | WIBU-SYSTEMS AG | Public
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"App Management on the Edge”

Uwe Schnepf
Business Development lloT Platforms

Hilscher Gesellschaft fur Systemautomation mbH
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Overview of Demo
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Niels Trapp & Uwe Schnepf — Hilscher
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Video
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Rudiger Kugler

VP Professional Services

WIBU-SYSTEMS AG




Licensing Basics




Integrate Once — Deliver Many

Integration into software Delivery to the user

C

Protection Suit

QoY

Software

Software

C

License
/ x Central |

Integration into processes

Software
£ e s o

License

Central
v License Portal
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Integrate Once — Deliver Many

v

Software Software Software

License License License
» Basic Module  Basic Module » Basic Module
+ Single User * Subscription » 7 Users
» Additional Module  Additional Module » Additional Module

+ Single User * Subscription » 5 Users
+ 30 days




CodeMeter Licensing Systems

04O

\ 4

CmbDongle

License container
in a secure hw element

Bound to a smart card chip

License Server

License Server in LAN / WAN

\ 4

C

CmActLicense

License container
in an encrypted file

Bound to an endpoint

2
e

CmCloudContainer

License container
in the WIBU cloud

Bound to a user



Ol4 Community Store
Challenges



Challenges for the Ol4 Community Store

Multiple Providers - Multiple Devices

openembedded

o= Windows10 loT

&= docker yocto

PROJECT
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Challenges for the 104 Community Store

[ .
v @apine
Multiple Application Providers Microsoft:

NET

Protection mechanisms for different JS
programming languages
API for different platforms

am Windows10 loT

Multiple Devices and Users <>
Unknown platforms — -
Docker Containers = docker
Runtime for any device ‘@) -
Secure anchor for licensing openenledied - QAINIX

Automatic License creation and distribution )’OCtO .

PROJECT

@ python’



The Solution
1. Easy Integration




Just Decompile: Unprotected .NET Assembly

o Yy
& Telerik JustDecompile - DefaultAssemblyList - (3 files) E=SNESR
— DevCraft™
n - = Open... (I Assembly List [[d Clear List i Find Usages [} Search [ Tools | [I] Plugins | | C# M & Suggest Feature @) RN R AR
4 -3 CalculatePi  (MET 2.0/3.5) fAny CPU - Forml |* |E|
1 4 9 CalculatePi.exe private void InitializeComponent()[...|
[ «3 References i
- {} <Default namespace> - private class Pi
. {
4 {} CalculatePi 4 public uint ulDecimalPlaces;
" 4 “% Forml 5
I “f% Base Types = ‘Ei: E public Bi{)[..]
. L2
b “f¢ Derived Types 255: [ public double CalculatePil{chject sender, DoWorkEventArgs e)
g% components : IContainer 256 {
'_‘IG btnCalculatePi : Button 257 TimeSpan tsBRemainingTime;
= ) 258 TimeSpan tsTotalTime:
-ﬂo thDecimalPlaces : TextBox 2549 Adouble num:
E‘O|a|35|1:|_a|ge| 260 int i0ldProgress = 0;
ﬁtbPi'T&xthx 261 int iQ0ldTotalSeconds = 0;
E ' 262 DateTime StartTime = DateTime.MNow:
o label2 : Label Z&3 Bac] undWorker bwCalculate = sender as BackgroundWorker;
g pbStatus : ProgressBar HE 264 dSum = 0O;
265 dCurrent¥ = 0;
E,ObtnCancel.Buttcn 266 oubrle dPercent = 0;
E,OlﬂbEB:LabEl 287 ulong ullSteps = (long)S * {ulong)Math.Pow(l0, ({double} ({flcat)this.ulDecimalPFlaces)):
-_“G||S|UEEE|TiI"I'IE:|_ﬂbE| 288 Forml .UserState us5tatus = new Forml.UserState():
- . : 265 ulong i = {(ulcng)l:
E,O IblIRemaingTime : Label 270 while ([trus)
g label5 : Label 271 {
-ﬂGStartTimE:Datr:TimE 2—"2 ‘:-;f {1 < ullSteps)
@ Percent: Double 74 if ((i % (long)l0000 = (long)0 ? true : i == ullSteps - (long)l)) |
g% bwCalculate : BackgroundWorker {
. m N dPercent = (double) {(flecat) (i + (long)l}) * 100 / (double) {({(float)ullSteps):
7 int iNewProgess = (int)dPercent:
. . 278 TimeSpan tslUsedTime = DateTime.HNow — StartTime;

Assembly Name CalculatePi, Version=1.0.0.0, _ 279 if {(({int)tsUsedTime.TotalSeconds !'= i0ldTotalSeconds ? true : illewProgess != i0l1dPr
Culture=neutral, 280 I '
PublicKeyToken=null 281 i01dTotalSeconds = (int)taUsedTime.TotalSeconds;

Namespace Calculateli 282 i0ldProgress = iNewProgess; -

-
4 L | |
L — - A




Operating Principle of AxProtector .NET

Header

Start (arg) pi = (double) (2*y)

v = =+ Code(Methods) - =

= Math.Pow (10, prec) inc (ab)

if (CheckVal (x)) J-ERREN¢SRAGID
fFor(i = 0; i < z; i++)
Picture:BM PO FF | String:Viewer

Icon:01 FF Resources’N GO FF 00
String:0Open File Data:01 FF FF

Compiled Assembly

AxProtector .NET

Firm Code
Product Code
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2 33 E8 E1 CA E 24 C5 30 D8 85

- Encrvpted Methods = ¢
c7 15 c2 §9 81 53 62 DE A6 F4 AF
$2 59 po ep §a A9 DD F4 67 44 DB
8 35 60 C3 50 C3 )16 4A 63 4C FE

A8 fs 9C B2 1E FA D3 DD 10 DD EO

8 D1 D9 6D DD 1B)4 CB 82 63 82

{© =o Encrypted Resources = '~
A 5F E9 DC C5 2E C A2 3B 5D 7E

AxEngine

(Security Engine)

Protected Assembly




Just Decompile: Protected .NET Assembly

-
& Telerik JustDecompile - Defaultfssemblylist - (3 files)

= | B [ |

- DevCraft™
nn | |ﬂ0pen... Ehssembly List m{:lear List i) Find Usages @Search |ﬁ,Tools| @Plugins | c# - &' Suggest Feature o Complete .MET Toolbox
4 +3 CalculatePi  (MET 2.0/3.5) /iny CPU « | uosoa EI
4 <1 CalculatePi.exe =00
|l I «3 References 207 private woid O{ckject , EwventhArgs )E .
36
I {} =Default namespace> 23.;. public 0()[-J |
4 {} CalculatePi 242
b @200 243 protected override void Dispose (bool disposing)[.. .|
251
4 % o 252 private class O
b “t% Base Types = 253 {
; <fgl}eri\.fed Types fiff public uint O;
i B
E,QEI:ICDntamr:r 256 priwvate int O;
I g% O0: Button 257
- 1 s ) P B
.__-.IQEI:TE)ctBDx fSS = public double O(ckbject , DoWorkEventhrgs )
_9EI Label o !
= + Label 260
| i.,@l:l:Tr:xtBox 26l Current member / type: System.Double CalculatePi.0/O::0(System.CObject, System.ComponentModel .DoWorkEventArgs)
o O: Label il 262 File path: C:\wibu\Software\temp'London\CalculateFi\bin\DebugiprotectediCalculatePi.exe
S i z63
' ;‘,0 O: ProgressBar 264 Product wersionm: 2015.1.217.0
._-.IQEI:Button 265 Exception in: System.Double O(Svystem.0Object, System.ComponentModel . DoWorkEventlrgs)
i 0:Back dWork 2o
g% 0 BackgroundWorker 267 Specified argument was out of the range of valid values.
iiﬁl:llj:‘v’u:uid 264 Parameter name: Terget of array indexer expression i3 not an array. =
._-JIQEI[]:"\-‘oid Zg3 a8t ..{) in c:\Builds\Z45\Behemoth\ReleaseBranch Production Build\Socurces'\DecompilerhCecil.Decompiler\Asth\Expressicons)
':¢ o . i L 270 a8t ..{) in c:\Builds\Z45\Behemoth\ReleaseBranch Production Build\Socurces'\DecompilerhCecil.Decompileri\Asti\Expresaions)
2% 0(Object, DoWerkEventArgs) : Void 271 at ..{(Instruction } in c:%Builds‘\245%“Behemoth'BeleaseBranch Producticn Build\Scurces‘\DecocmpilerCecil.Decompiler‘Decq
.;-jﬁI:I[liilhjec‘cr RunWorkerCompletedEve 272 at ..(Instruction )} in c:“Builds\245\Behemoth\ReleaseBranch Producticn Build\Scurces\Decompiler“Cecil.DecompileriDecd
5% O(Object, ProgressChangedEventA 273 at ..{(Instruction , ) in c:%Builds“245\Behemoth\ReleaseBranch Froduction Build\Scurces‘\Decompileri\Cecil.Decempiler’\(
5.‘“ 'I g _" g. : Z74 at ..Visit (Instruction )} in c:“\Builds\245%Behemoth'RelsaseBranch Production BuildhSources‘\DecompilerCecil.Decompiler
4 ) M ' ' b 275 at .. () in c:\Builds“245\Behemoth'ReleaseBranch Production Build\Socurcesz‘\Decompiler\Cecil.DecompilerhDecompiler\ExXxpre
zZ76a at .. , } in c:%WBuilds\ 2453\ Behemoth'\ReleaseBranch Production Build\Sources)\Decompiler'Cecil.Decompiler’\Decompiler’\E
A bly Name CalculatePi, Version=1.0.0.0, A 277 at .. (MethodBody , ILanguage )} in c:“Builds“Z45%Behemoth'ReleaseBranch Froduction Buildh\Sources‘\DecompileriCecil ~
Culture=neutral = 278 at ..{ , ILanguage , MethodBody , & ) in c:\Builds\245\Behemoth\ReleaseBranch Producticn Build\Sources\Decompile
Publi K_T k "~ I 275 at .. {MethodBody , ILanguage , & , )} in c:\Builds\245\Behemoth\ReleaseBranch Production Build\Sources\Decompile '
unlicheylaken=nu 280 at ..{ILanguage , MethodDefinition , )} in c:\Builds\Z45\Behemoth\ReleaseBranch Production Build\Sources‘\Decompi -
Namespace CalculatePi - P ~n m "
h = J
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The Solution
2. Docker Support




CodeMeter and Docker

Container Container Container

CodeMeter Network

License
Server

Binding to Device
Named |C NEiNg V!

Volume —

Access to encrypted key

Container
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The Solution
3. Integrated Activation



Integrated Activation
Sample: CodeMeter License Portal

W CodeMeter ) ) ]
. Resellers | Licenses Tickets CmContainers
7 License Portal
—
Licenses
Ticket Name Activated On CmContainer Status
2REWE-NAKQJ-ARPMD-1424T-DCBBG SampleNotePad - Single User (All Features) = Available

Activate Licenses
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Wrap Up — Takeaways

Ricardo Dunkel

Technical Director

Open Industry 4.0 Alliance



Wrap Up

Let's sum it up!

Application

PG

Business Frame IP Protection J

Technical Frame

I Provisioning J

Invoice

App Validation

| Legal Aspects J

Lifecycle

App Store
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App Usage

App Delivery J

Deployment




Wrap Up

® Operatorg

0 eeeeeeeeeeeeeeeeeeeeeeeeeee

Provisioning App Validation

Invoice | N\ L.l J |  AppUsage

7/ p N
Q
o

< Application



Wrap Up

Let's sum it up: What's next?

Extend store environments
Call to action: Store providers

App manifest and beyond

\ Sandbox Environment

© 2023 | Open Industry 4.0 Alliance | Hilscher Gesellschaft fiir Systemautomation mbH | WIBU-SYSTEMS AG | Public



Wrap Up

Let's sum it up: What's next?

Za

Create& use sample apps

- Whitepaper & Guideline:
Sharpen interface and
adapter definition

Extend store environments

Call to action: Store providers

_ Interoperability
App manifest and beyond

\ Sandbox Environment
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Wrap Up

‘ . R 1 r)
Let's sum it up: What's next” \§$ Ecosystem

transformation

Guidelines for app and store
providers

- Call to action: App providers ‘
ﬁu - Call to action: End users
\

Create& use sample apps

- Whitepaper & Guideline:
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Extend store environments
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THANK YOU.
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