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DAEEN Where to find the accompanying audio

To access the on-demand replay of this masterclass, please visit

www.wibu.com//wibu-systems-webinars/protecting-and-licensing-net-
applications/access.html

09.03.2023 © WIBU-SYSTEMS AG 2023 - A Bit of License Management Magic


http://www.wibu.com/wibu-systems-webinars/protecting-and-licensing-net-applications/access.html
http://www.wibu.com/wibu-systems-webinars/protecting-and-licensing-net-applications/access.html

SYSTEMS

Disassembling a
NET Application

2023-03-08 © WIBU-SYSTEMS AG 2023 - Protecting and Licensing .NET Application



LIBU

SYSTEMS

Disassembling a .NET Application (Just Decompile)

F
&> Telerik JustDecompile - _DefaultAssiml_:lyllst- (3 files) - . -
n . | @Open... [} Assembly List DgClear List i Find Usages [} Search [+ Tools | [i5] Plugins | C# h &' Suggest Feature o
4«3 CalculatePi  (NET 2.0/3.5) /Any CPU - Forml |* |
4 -3 CalculatePi.exe 147 private woid Znitialize::.‘npo:entijm
|+« References 2486 |
I {} <Default namespace> 247: [ private class Pi
. 243 {
4 {} CalculatePi 2458 public uint ulDecimalPlaces;
4“4 Forml 250
| b %% Base Types - 251: [ public Bi{)[ ..
. 254
b %DE”"Ed Types 255: = public double CalculatePil{cbject sender, DoWorkEwventArgs e)
&% components : IContainer 256 {
-ﬁ btnCalculatePi : Button 257 TimeSpan tsRemainingTime;
= ) 258 TimeSpan tsTotalTime;
.ﬁotheumaIPIaces:TmBox 259 double num:
-;'9 labell : Label 260 int i0ldProgress = 0:
. 268l int i0ldTotalSeconds = 0;
g% thPi: TextB - :
‘9 : o 2682 DateTime StartTime = DateTime.Now:
¥ label2: Label 263 BackgroundWorker bwCalculate = sender as BackgroundWorker;
¥ pbStatus : ProgressBar o 284 double d3um = 07
265 double dCurrentY = 0; =
@® binCancel: Button 286 double dPercent = 0;
iﬁlabeIB:LabeI 267 ulong ullSteps = (long)5 * (ulong)Math.Pow (10, {(double)({{float)this.ulDecimalPlaces)}:
._-ﬁlbIUSEdTime:Label 268 Forml.UserState usStatus = new Forml.UserState():
. . . 265 ulong i = (uleng)l;
&% IblRemaingTime : Label 370 while (true)
¥ label5: Label 271 1
._-PStartTime:DateTime 272 if (1 < ullSteps)
. 273 1
@@ Percent: Double 274 if {(i % (long)10000 == (long)0 ? true : i == ullSteps - (long)l)) !
% bwCalculate : BackgroundWorker 275 {
i il 5 276 dPercent = (double) ({(float) (i + (long)l)) * 100 / (doukle) ((float)ullSteps):
277 int iNewProgess = (int)dPercent;
. . 2738 TimeSpan tsUsedTime = DateTime.Now - StartTime;

Assembly Name CalculateRi, Version=1.0.00, - 2739 if (((int)tsUsedTime.TotalSeconds '= i0ldTotalSeconds ? true : iNewProgess '= i01dP:
Culture=neutral, = 280 1 '
PublicKeyToken=null 281 i0ldTotalSeconds = (int)tsUsedTime.TotalSeconds;

Namespace CalculateDi 282 i0ldProgress = iNewProgess; T
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G CodeMeter Protection Suite

AxProtector AxProtector AxProtector AxProtector AxProtector AxProtector AxProtector AxProtector
Windows macOS Linux .NET Python JavaScript Java Android
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Automatic Protection

Modular Licensing

IP Protection
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CodeMoving
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File Encryption planned planned planned planned planned

Compile Time Obfuscation \/ \/ \/

2023-03-08 © WIBU-SYSTEMS AG 2023 - Protecting and Licensing .NET Application



BEUS'El  Variants of AxProtector .NET

= AxProtector .NET 10.30
= NET Framework <4.7.2

= AxProtector .NET (incl. AxProtector GUI)

= AxProtector .NET Standard

= AxProtector .NET NC (Native Core)
= NET Framework 4.7.2 or higher, .NET Standard 2.0 or higher, .NET 5 or higher
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DAETE AxProtector .NET NC - Targets

Windows Linux
= Windows x86 = Linux x86_64 glibc
= Windows x86_064 = Linux ARMhf glibc
= Linux AARCHG64 glibc
macOS = Linux x86_64 musl|
= macOS x86_64 = Linux ARMhf musl| #
= macOS ARM = Linux AARCH64 musl
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DG Operating Principle of AxProtector .NET

Header Header

Start(arg) pi = (double) (2*y) 2 33 E8 E1 CA E 24 C5 30 D8 85

v = = * Code(Methods) - =« - Encrypted Methods ' = -
c7 15 C2 rg 81 53 62 DE A6 F4 AF

z = Math.Pow (10, prec) RERs{XE1o)

if (CheckVal (x)) call (fit(y)) 9 6F F6 48 22 E7 BO DA D1 4F 3E

RN for(i = 0; i < z; i++)

fz 59 DO BD rA A9 DD F4 67 44 DB

8 35 60 C3 50 C3 )16 4A 63 4C FE

Picture:BM PO FF | String:Viewer

Icon:01 FF Resources’N GO FF 00

AxProtector .NET

A8 rs 9C B2 1E FA D3 DD 10 DD EO

8 D1 D9 6D DD 1B)4 CB 82 63 82

String:Open File Data:01 FF FF

{© =o Encrypted Resources = -

A 5F E9 DC C5 2E C A2 3B 5D 7E

= Firm Code
= Product Code

|
AxEngine
(Security Engine)

Compiled Assembly Protected Assembly
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BEuS'El  AxProtector NET - ISV’s Side

= Encryption at vendor’s side
= Extracting the classes, the methods, and the executable code
= Producing the new assembly (same name)

= The new assembly looks the same, methods are encrypted individually and include
some additional information

= Resources are encrypted

= |nserting automatic security checks
= Reflection, remoting, etc. are still possible
= Name obfuscation as additional option available
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BEuS'El  AxProtector NET - User’s Side

= Decryption during runtime
= When calling the method, its code will be automatically decrypted
= Only if the suitable license is available
» On-Demand Decryption of the executable code

= Decrypted IL code is removed automatically from memory after JIT compilation

= CpsEvents adopts flexible error handling
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DAEEN  Just Decompile with a Protected .NET Assembly

F
&> Telerik JustDecompile - DefaultAssemblylist - (3 files)

P

- —
- - . DevCraft™
nn | @Dpen... [} Assembly List DECIear List i Find Usages [G] Search ﬁ,Tools| [i%) Plugins | C# v &' Suggest Feature o Comple
4 -3 CalculatePi  (NET 2.0/3.5) /Any CPU « [ yospa ‘ E
4 -3 CalculatePi.exe Zow
|| b «3 References z207 private wvoid O{ckject , Eventhrgs )I:l - II
236
I {} «Default namespaces» 237 public D[)l:l
4 {} CalculatePi 242
b ggn 243 protected override woid Dispose (bool dispusing}m
251
4 O[gl:l 252 private class O
I+ %% Base Types = 253 {
. P . . .
I %% Derived Types fgs public uint O;
&
iﬁD:IContamer 256 private int O;
l g% 0: Button 257
._-J,OD'TextBox 258: [ public double O{ckject , DoWorkEventArgs )
;ﬁ ; ' b 259 1
a : Labe 260
iPD:Tacton 281 Current member / type: System.Double CalculatePi.0/O::0(Svstem.Cbject, Syvstem.ComponentModel .DoWorkEventhrgs)
ﬁ O: Label il 262 File path: C:\wibu\Software'\temp'london\CalculatePitbin'\Debug'protected\CalculatelPi.exe
s ' i 263
i‘p O: ProgressBar 264 Product version: 2015.1.217.0
-_-J,OEI:EuttDn 265 Exception in: System.Doukle O(System.Object, System.ComponentModel .DoWorkEventhrgs)
- 268
g¥ O0: BackgroundWorker 267 Specified argument was out of the range of wvalid values.
‘.;-ipl:ll:l:\foid 268 Parameter name: Target of array indexer expressicn is not an array. =
.-=¢I:I{]:‘-f0id 269 at ..{) in c:\Builds‘245%Behemoth\ReleaseBranch Producticn Build\Sources\Decompiler\Cecil.Decompiler\Ast\Expressions\
“:‘0 ) ) 270 at ..{) in c:\Builds\245%Behemoth\ReleaseBranch Froduction Build\Sources\Decompiler\Cecil.Decompiler\Ast\Expressions\
&% 0(Object, DoWorkEventArgs) : Void 271 at ..{Instruction )} in c:“\Builds‘245\Behemoth\ReleaseBranch Production Build\Scurces\Decompiler\Cecil.Decompiler‘Decd
.L-i“) O(Object, RunWaorkerCompletedEve 272 at .. (Instruction ) in c:“Builds“245%“Behemoth\ReleaseBranch Production Build\Sources\Decompiler\Cecil.Decompiler'Dect
‘-jpl:l(Object. ProgressChangedEventar f?ﬂ at .. (]_Znstruc':lon . ) 1n_c:\Eull;is\24S\BEhemoth\ReleaseBranch PIrJduct'_or_l Eu1l{;i\SDurces\Decomp:ngr\Cec:.l:Dec:omp:l.lgr\C
T 274 at ..Visit(Instruction ) in c:“\Builds“\245“Behemoth‘ReleaseBranch Production Build\Sources\Decompiler\Cecil.Decompiler
4 h M b 275 at .. () in c:\Builds\245\Behemoth'RelesseBranch Production Build\Sources‘\DecompileriCecil.Decompileri\Decompiler’\Expre
276 at ..{ , ) in ec:\Builds\245\Behemoth%ReleaseBranch Production Build\Sources‘\Decompiler’Cecil.Decompiler’Decompiler’\E
A bly Name CalculateRi, Version=1.0.0.0 - 277 at .. (MethodBody , ILanguage } in c:“Builds\245\Behemoth'ReleaseBranch Production Buildh\Sources\Decompiler‘\Cecil ™
Culture—ns_:utral ! = 274 at ..{ , ILanguage , MethodBody , & ) in c:\Builds“245\Behemoth\ReleaseBranch Production Build\Sources'‘\Decompile
Publi K_T k " I 278 at .. (MethodBody , ILanguage , & , | in c:\Builds\245\Behemoth\ReleaseBranch Production Build\Sources\Decompile '
uplicheyloken=nu 280 at .. (ILanguage , MethodDefiniticn , ) in c:\Builds‘\245'Behemoth'ReleasgseBranch Production Build\Sources\Decompi -

Namespace CalculatePi

4

Il 4
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DACEN Concept of AxProtector .NET (Modular Protection)

Header

2 33 E8 E1 CA

Start(arg) pi = (double) (2*y)

v = = Code(Methods) - =

z = Math.Pow (10, prec) RERs{XE1o)

$9 81 53 62 DE a6 F4 aAF
if (CheckVal (x)) -CERRSNESRACID)

RNl for(i = 0; i < z; i++) inc (ab) fA A9 DD F4 67 44 DB

3596003 500C i += 10 f5 9C B2

Picture:BM PO FF | String:Viewer

Icon:01 FF Resources’N GO FF 00

AxProtector NET 1E FA D3 DD 10 DD EO 00 00 00 00

String:Open File Data:01 FF FF 8 D1 D9 6D DD 1B CB 82 63 82

fF BD 5D 71 f3 8F EF C4 4C FO 79
| |

= License Lists

assigned to different

methods AxEngine

(Security Engine)

Compiled Assembly Protected Assembly
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DA Modular Protection of a Single Assembly
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DA Modular Protection of a Single Assembly

= Encryption with different license list for highest security
= Different effective key for code encryption

= Markup with an attribute
= Configuration in YAML-file

= Application behavior by WUPI calls
= Wibu Universal Protection Interface
= High-level API for easy integration

= No AxEngine/CpsEvents messages are shown

= You need both — encryption and API calls
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DA Modular Protection of a Single Assembly

l/// <summary> ...
private woid mViewFont_Click(ocbject sender, Eventirgs e}
1
if (WupiEngine.lWupi.CheckLicense(1))
1
ChangeFont();
¥
else
i
MessageBox.Show("No License found!™, “License Error™, MessageBoxButtons.OK, MessageBoxIcon.Error);
¥
¥

/ff Changes the tont

JA </ summary

[WupiEngine.licensing(Licenselist=1)]

[=] private woid ChangeFont()

1
FontDialog dlgFont = new FontDialeog();
dlgFont.Font = rtContent.Font;
dlgFont.ShowColor = true;

; o [ 0] InitializeCormponent() [721 Eytes]

B [ 0] frbd ain 2706 Butesz)

----- [ 0] CalculateFi[Systemn. Unt32) [34 Bytes)

----- [ 0] calculatePiT oolStrip etultern_Click_1[System, Object, System, Eventirgs) (132 Bytes)
----- g [1]1ChangeFont) (98 Bytez]

----- [ 0] Dizpoge(System.Boolean] [30 Bytes]

----- ¢ [-1E=it]) [¥ Bytes)

----- ¢ [ -]frmbain_Load(System. Object, System. Eventdrgs] [1 Bytes)
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DA Modular Protection of a Single Assembly

= Alternative approach for error handling (no license found)

= Exception handling
= Global handler around assembly entry points to catch global licensing exceptions

= AxEngine/CpsEvents message is shown

[/// <summary> ...
private void mviewFont Click{object sender, Eventérgs e)

1
try

d
¥

catch (WupiEngine.lWupiException ex)

1

¥
¥

ChangeFont();

MessageBox.Show("No License found!\r\n" + ex.Message, “License Error”, MessageBoxButtons.OK, MessageBoxIcon.Error);
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Fine Tuning the
Performance
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Comparing a Method Executed 1,000,000,000 Times

Time Taken

40 s

30s

20s

8 Circle Calculation

8 Circle Calculation

8 Circle Calculation

Radius: Loops:

1.0 1000000000

[ Circumference ]

3,1415%2€5355012
2,00000016548074E-09

ecici
10 S se ime: 00:00:3€_€€35912

Circumference: €,228312530718024

Pi: 2,141592€5355012
Precicion: 2,00000016548074E-05
Used Time: 00:00:37.3743472
Circumference: €,28318530718024

3,1415%2€5355012
2,00000016548074E-09
00:00:3€_7567899
Circumference: €,228312530718024

Precicion:
Used Tims:

0s

Unprotected AxProtector NET AxProtector NET NC
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Comparing a Method Executed 1,000,000,000 Times

Time Taken

38s

1,9 % performance loss < 0,2 % performance loss

37s

8 Circle Calculation

8 Circle Calculation

8 Circle Calculation
Radius Loops:

36 S - ce a

[ Circumference ]
3,141552€5355012
2,00000016548074E-0%
00:00:-36.6635912
Circumference: €,23318530718024

Pi:
Precicion:
Used Time:

3,141592€5355012 i 3,1415%2€5355012
2,00000016548074E-0% Precicion: 2,00000016548074E-09
00:00:27.2743472 Used Tims: 00:00:3€_7567899
Circumference: €,28318530718024

Circumference: €,228312530718024

358

Unprotected AxProtector NET AxProtector NET NC
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Modular Protection of
Multiple Assemblies
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el Application by one ISV with different modules

= Best practice approach:
= One assembly — one license — one Product Code — encryption as single assembly
= Mixing protected and unprotected assemblies is possible
= Error handling in calling executable or in called library
= Each entry point is unencrypted and checks its own license first
= Library raises exception and executable catches exception

= Executable knows and checks license before loading library

= Same technical solution as single assembly
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DA Application by different ISVs (Plugins)

= Encrypting plugins with individual Firm Code / Product Code
= Mixing different Firm Codes is possible
= Mixing with other licensing vendors is possible

= Error handing in library (plugin)
= Error handling at entry points

= Unencrypted entry methods
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Multiplatform Protection
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DO Multiplatform Protection

2023-03-08 © WIBU-SYSTEMS AG 2023 - Protecting and Licensing .NET Application



Thank you very much for your attention
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Europe: +49-721-931720
URT¥ +1-425-7756900 .

China: +86-21-55661790 httpSZ//WWW.WIbU.Com
Japan: +81-45-5659710 info@wibu.com
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