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DAEEN Where to find the accompanying audio

To access the on-demand reply of this masterclass, please visit

www.wibu.com/wibu-systems-webinars/running-code-in-secure-
containers/access.html
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&S El Tools of the Hacker
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: 3 CODE NREF: .text:00AF93831]
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! push  eax i
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— : Phsh  dvord bir Lebpeay ]| e Settings ESwe
; Call  near ptr unk_4FDFS UsewsoR
! add  esp, 0Ch e H ‘SampieNotePad.exe P
i imp short loc_4F987B - bawi
: Property Value g
: File: SampleNotePad exe s
: : ED Dee Hoocr FileName | Ci\Users\Public\Documents\WIBU-SYSTEMS\Software Protection\ C¥.. e
: o s
. : Doen  gUord per Lebpeoch (2] M Headers File Type Portable Executable 32 NET Assembly PosVW
| push dword ptr [ebp+8] (3 File Head POSVW
: call  near ptr unk_iFsk - Te Meader File Info Microsoft Visual Studio NET St -
: =) Optional Header P— D
: GOOFSCAT  OO4FSBAT: 4ect004FSSAT =) Dt Directories b File Size 432,00 KB (442368 bytes)
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CompanyMName WIBU-SYSTEMS AG

= Hex Editor (e.g. UltraStudio
= CFF Explorer

FileDescription SampleNotePad - FirstSample (C#)
FileVersion 10.10.2878.501

InternalName SampleNotePad.exe

LegalCopyright Copyright (C) 2011-2018 WIBU-SYSTEMS AG

LegalTrademarks WIBU® and CodeMeter® are a registered trademark of WIBU-S...

OriginalFilename ~ SampleNotePad.exe
ProductName FirstSample
ProductVersion 10.10.2878.501
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BEud'ChE | jcense Entries

= License entry = Firm Code | Product Code

» Firm Code: issued by Wibu-Systems Product Code: 201.000
= Product Code:

= Defined by the software vendor

Product Item Options

Product Code: 201.001

= Per Option / Module / Feature
= 4 bn. Product Codes (UInt32)

= Up to 2,000 Product Items per CmContainer

Product Item Options

Product Code: 201.002

Product Item Options

» Product ltem Options: Each license can include
combinable options
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DO Product Item Options

Module ltems

% License Quantity

-

Unit Counter

License Transfer

W) Activation Time

Maximum Encryption Rate

o |

User Data

o) Expiration Time

Access Password

(Extended) Protected Data

) Usage Period

Minimum Runtime Version

[ | &

Customer Own License
Information

"= Feature Map

Named User License

Hidden Data

" Maintenance Period

G

Linger Time

Secret Data

2022-03-16

Universal Data
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DACEN Key Derivation (Universal Firm Code 6,00x,xxx)

Firm Code Firm Code

Product Code Product Code PISK

Feature Code Feature Map

Release Date Maint. Period

Encryption Code

SHA 256
Enc. Code Options

Plain text AES ECB Ciphertext

CmbDongle / CmActLicense / CmCloudContainer / TMR-Container /
~mCloudLiteContai
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Protection Parameter
Firm Code, Product Code,
Feature Code, ...

DAY CodeMoving

Product Item

Firm Code, Product Code,
Feature Map, ...

Encrypted
Machine Code

Decryption

Input

Execution of
Moved Code

2022-03-16

Interpreter-RAM

(Sandbox)

CmbDongle / Cm/Acticense [ CmCloudContainer / H/=-Coniainer [
~mCloudLiteContai
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G CodeMeter Protection Suite

IP Protection
CodeMoving

File Encryption Planned Planned Planned Planned

- Available in the basic version
I Additional option

Not applicable

Planned / Beta Available

2022-03-16 © WIBU-SYSTEMS AG 2022 - Away from prying eyes: Running code in secure hardware or cloud environments



LIBU

SYSTEMS

A Scalable Approach
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BEu'ChE - AxProtector

Code Section Encrypted
Code Section

Data Section Encrypted
AxProtector Data Section x

Resource Section Encrypted
Resource Section x

AxEngine
(Security Engine)

Compiled Application Protected Application
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EEuS'El  AxProtector and IxProtector

Code Section

Data Section

AxProtector

IxProtector

Resource Section

Compiled Application

Encrypted x
Code Section

W W

Encrypted
Data Section x

Encrypted
Resource Section x

AxEngine
(Security Engine)

Protected Application
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DALY CodeMoving

= |dentify code to be moved
= Create separate c-file

= Function void entry(const struct Input® const input, struct Output* output)
= (Can call sub-functions
= No operating system API calls

= Replace original call with WupiExecuteMovedCodeld
= Create wbc/yaml-file

= Access Password

= Move =1, SourceFile (c-file)
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DALY CodeMoving

= Remove original code from the application
= Encrypt using AxProtector

= Compiles separate c-file
= Encrypts and stores encrypted machine code in encrypted application

= Create fitting license (Access Password)

= Recommended minimum versions

= Firmware 4.01, CodeMeter Runtime 7.40, CodeMeter Protection Suite 11.00,
CodeMeter License Central 4.01d
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DAY CodeMoving

Protection Parameter Product ltem Memory Slot

Firm Code, Product Code, Firm Code, Product Code,
Feature Code, ... Feature Map, ... Status Slot

Encrypted | %
Machine Code }_’ Decryption
.
Moved Cod
Interpreter-RAM oved Code

(Sandbox)

Output

CmbDongle / Cm/Acticense [ CmCloudContainer / H/=-Coniainer [
~mCloudLiteContai
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LEGEIE Breakthroughs

= CodeMeter offers a scalable approach to software protection
= Simple and cryptographic API calls
= Automatic encryption of the code
= |ndividual encryption of specific functions
= Transfer of the code into a CmDongle/CmCloudContainer

= Locking licenses
= You can choose the protection level that is right for you

= Qur Professional Services Team is ready to assist you
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Many thanks for your kind attention

B f @&@inyYy @

Europe: +49-721-931720
URT¥ +1-425-7756900 .

China: +86-21-55661790 httpSZ//WWW.WIbU.Com
Japan: +81-45-5659710 info@wibu.com
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http://www.blog.wibu.com/
http://www.facebook.wibu.com/
http://linkedin.wibu.com/
http://podcast.wibu.com/
http://twitter.wibu.com/
http://www.youtube.wibu.com/
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