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DaEE Where to find the accompanying audio

To access the on-demand replay of this masterclass, please visit

www.wibu.com/wibu-systems-webinars/2021/your-codesys-
applications-protected-and-licensed/access.html
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http://www.wibu.com/wibu-systems-webinars/2021/your-codesys-applications-protected-and-licensed/access.html
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Challenges and Opportunities in the loT
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LIBU

DO Industrial Security - Threats (source voma, 2019)

= Human misconduct and sabotage

= |ntroducing malware

= Social engineering and phishing

= |nfection with malware via the Internet/Intranet
= Technical mishaps and force majeure

= (D)DoS attacks

= Compromising extranet and cloud components

= Break-ins via remote maintenance accesses
= |nternet-connected control components

= Compromised smartphones in the production environment ...
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LIBU

BEE  Guidelines for security assistance

= IEC 62443 Standard (International Electrotechnical Commission, Geneva)

= A family of standards focused on the security of “Industrial Automation and Control

Systems” (IACS) that covers all the necessary topics, from protection to technical
configurations and compliance

= Structured in four levels:
= General principles
= Security requirements for operators and service providers (also connected to ISO 27000)
= Security requirements for automated systems (production and process automation)

= Security requirements for automated components (product development processes)

= Guidelines published by VDMA: Guide IEC 62443 for mechanical and plant engineering [Link]
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https://www.vdma.org/viewer/-/v2article/render/16110956

LIBU

DS Monetization Opportunities

= Software-based features of devices
= Features-on-demand
= Pay-per-Use
= Subscription plans

= Services and (predictive) maintenance

= Monetization of device or customer
specific control parameters / output
values

= (Cloud connected functionalities
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LIBU

SYSTEMS

Solution
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DSEEN | ong-lasting partnership

= CodeMeter technology

integrated with CODESYS

V3.51 and higher
- Project protection .‘ IEC 61131-3 automation software
= Application protection CODESYS

= CodeMeter library
included for customer

specific implementations m

SYSTEMS

Security Monetization

= Access authentication and
monetization available
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SYSTEMS

CodeMeter®

Protection & Licensing
Technical Background
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WiBU :
BSEE The Embedded World: Integrate Once — Deliver Many

Integrate Once Deliver Many

eic

Software

Integration into software G,g.c Delivery to the endpoints

Software

CodeMeter

Entitlement

Protection Suite x Sy é? &

Offline

Online

Integration into processes

B~

License

#

Central License Portal
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LIBU

B Ll ...Integrate Once — Deliver Many (Examples)

Software Software Software Software

License License License
* Feature-on-Demand * Subscription plan  Network licenses
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LIBU

DSEEN Security with CodeMeter Protection Suite

CodeMeter Protection Suite

ExProtector

v v

m [

v

Code g
IP Protection Mode

v v CmCloudContainer

4 v v

v 7 v v CmActLicense

o v’ v

IH

v v | CmDongle

Modular Licensing (IxProtector)

Protection on function level

v
v v v

v v
v v

v v
v v

v

v v Integrity Protection
v v Anti-Debug Methods
v Automatic License Checks

Automatic Protection
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LlIBU :
DS CodeMeter: One Technology Fits All

Personal Computer High Power

CodeMeter
Runtime

Industrial PC

Embedded System

CodeMeter

Mobile Device / Tablet Embedded

Controller / PLC

Micro Controller 1;-‘: n |

CodeMeter
HEmbedded

Field Programmable Gate Array Small Size L|Cense Contal ne}s

Supported Platforms

n@"'!

Entitlement Management
Form Factors Integration in backoffice systems
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LIBU

DSEEN CodeMeter License Central — Licenses across the Product Lifecycle

CodeMeter

Purchase Order License Central License
ERP/CRM Software I
- + .D t + x
-base
' o ‘ o License Portal

Ticket m Ticket + Fingerprint

— |

Ticket:
ABCDE-FGHIJ-KLMNO-PQRST-UVWXY
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Thank you very much!

Bf&iny @

Europe: +49-721-931720
USA: +1-425-7756900
China: +86-21-55661790 https://www.wibu.com
Japan: +81-45-5659710 info@wibu.com
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http://www.blog.wibu.com/
http://www.facebook.wibu.com/
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http://www.youtube.wibu.com/

Security

SECURITY and MONETIZATION

How to benefit from CodeMeter® Technology
in CODESYS

Wibu Webinars 25/08/2021
Roland Wagner, Head of Product Marketing CODESYS Group

CODESYS Group | We software Automation.



Security and monetization in automation

CodeMeter® technology in CODESYS

How to benefit

Outlook and conclusion
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Security and monetization in automation

From control cabinets to Industry 4.0

User

CODESYS

Development System CODESYS

Automation Application

CODESYS Group | We software Automation.



Security and monetization in automation

Security: Assets / protection targets

Confidentiality Integrity

Availability Legal usage

Application
(source conter
code)

Engineering

Runtime
Confidentiality Integrity

Availability Legal usage
Application

(binary
code)
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Security and monetization in automation

Security: Responsibilities

AND
Software Supplier 1 & [

« Analyze assets and threats
— * Provide approved security measures
« Provide technical documentation

A . v
Supplier of Automation devices '
« Analyze assets and threats

« Implement software and hardware

— security measures ]
.«— * Provide technical documentation ——
)
c
o
& A System integrator/
o machine manufacturer E Y
> » Analyze assets and threats
8 « Implement provided software and
Y hardware security measures
— . Implement system security b
4— measures
» Provide technical documentation ——p»
A 4

A Plant operator/

management

» Analyze assets and threats

- Use available software, hardware
and system security measures

« Test / audit / certify system

* Train staff
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Security and monetization in automation

Security: Measures in CODESYS

Software Supplier ] Aé‘m
» Analyze assets and threats
u mg mgugm = Provide approved security measures
u N atlve pOSS I bl I Itl eS e Provide tee:%nical documgntation —
=>» Whitepaper “Security” at A | - !
https://www.codesys.com/fileadmin/data/custom ers/security/ CODESY S-Security-Whitepaper.pdf Supplier of Automation devices

« Analyze assets and threats
= Implement software and hardware

= Use CodeMeter® technology — seamlessly integrated > security measures

« Provide technical documentation

A

\ 4

A

%]
et
c
O
&4 System integrator/
o machine manufacturer Y
=] » Analyze assets and threats
g « Implement provided software and
' hardware security measures
» . Implement system security <
< measures

» Provide technical documentation

A  Plant operator/ Y
management
« Analyze assets and threats
= Use available software, hardware
and system security measures
« Test / audit / certify system

= Train staff

Y

A
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https://www.codesys.com/fileadmin/data/custom%20ers/security/CODESYS-Security-Whitepaper.pdf

Security and monetization in automation

Monetization: Your know-how / intellectual property is worth it

* Independent from open source activities

= Possible assets:
= Generic software algorithms available as libraries
= Special software services / functions only necessary in special use cases
= Special corporate competence / know-how (Intellectual Property)
= Realization of Pay-per-use models
» Realization of Software-as-a-Service (SaaS) products directly within the PLC application

CODESYS Group | We software Automation.



Security and monetization in automation

CodeMeter® technology in CODESYS

How to benefit

Outlook and conclusion
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CodeMeter® Technology in CODESYS

Integration

* In the IDE (CODESYS Development System)
=» Protection of source code
=» License management

* |n the runtime system (CODESYS Control) of
= devices from CODESYS customers
= native SoftPLCs
=>» Protection of application code
=» License management

CODESYS Group | We software Automation.



CodeMeter ® Technology in CODESYS

Integration

= Container used for storing unique access code
= CODESYS Key (= USB dongle)

= CmActContainer (= Software container)
firmly connected to the specific device

= Universal Firm Code (UFC) container
(so far for latest SoftPLC CODESYS Control for ARM Linux SL only)

= Comparison of software and hardware container
https://www.codesys.com/the-system/licensing.html

CODESYS Group | We software Automation.
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Security and monetization in automation

CodeMeter® technology in CODESYS

How to benefit

Outlook and conclusion
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Use case: Protection of source code know-how

= Encryption of source code
=» Open CODESYS project file

only with previously registered dongle
plugged into the workstation PC

Recommendation:
Use more than 1 dongle!
=» Backup in case of damage/loss

How to benefit

Project Settings

#¥ Compile options

[ Compiler warnings
m Library development
% Page Setup

| Security

SFC

& SoftMotion

E Source Download
Static Analysis Light

81 Users and Groups

@ Visualization

@ Visualization Profile

@ No protection O]
(") Password (@) Dongle () Certificates
If this option iz activated, a dongle is used to encrypt the content of the currently opened

project file. The user must plug a dongle whenever the project is loaded, even ifitis
loaded as library reference.

Reqistered Dongles

D Serial number Comment

1005 2-2099902

a
A5

Add... Remove

Comment... Blink
Cance

CODESYS Group | We software Automation.



How to benefit

Use case: Protection against unauthorized application usage

= Binding of a discrete application to authorized dongle(s)
=>» Application download and execution: only possible with authorized dongle plugged in
=» No unauthorized copies of applications possible

= Additionally: Signing of applications
=>» Protection of application integrity

'El- 18- K

B 8B E

CODESYS Group | We software Automation.




How to benefit

Use case: Authorization / monetization of libraries

= Licensing option for CODESYS libraries
=>» Sale of licenses via the CODESYS Store (via CODESYS Firm code)
with CODESYS Activation URL / mail
=» Purchase of licenses via own Firm code
requires CodeMeter® Toolkit
and self-provided Activation URL / mail e | Snmmmary | Properies | Statites | Leensng

If dongle licensing is activated, the user needs to connect a dongle
containing the appropriate license in order to use this library.
Please note that only compiled libraries will be protected.

Project Information >

Artivate dongle licensing »’-

Activation URL | |

Activation mail | |

[ ] Automatically generate 'Library Information’ POUS

[ ] Automatically generate 'Project Information' POUs

Carce

CODESYS Group | We software Automation.



How to benefit

Use case: Authorization / monetization of functions / services

= Library for accessing license information
=» Dongle with additional functionality, e. g. to calibrate a machine
=» Resell library functions to 3" parties, e.g. via the CODESYS Store

Library Manager X -
Add Library < Delete Library | = Properties 73 Details | # Download Missing Libraries | 5] Placeholders mL\brary Repository @\con Legend... [2 Summary... [« ]

Mamespace Effective Version

_35_LICENSE 3.5.17.0

Analyzation 3.5.
- Smart Software Solutions GmbH) BPLog 3.5.17.0
#-[B canpe g a ( echnical Workgroup) DED 3.5.17.0
& @ CmpCodeMeter, 3.5.17.0 (System) CmpCodeMeter 3.5.17.0
= ) CmpCodeteter, 3.5 17,0 (System) | =C Inputs/Outputs Graphical  [#] Documentation
“# RTS_CMBOXENTRY

## RTS_CODEMETER_INFO CodeMOpen

S — o fes o
CodeMClose —udiFeatureCode
CodeMDecrypt —{Result
CodeMEncrypt
CodeMGetContentByFirmcode
CodeMGetContentByFirmcode2
CodeMGetExpirationTime
CodeMGetFirst
CodeMGetinfo
CodeMGetName
CodeMGetMNext
CodeMGetQuantity
CodeMGetUnitCounter
CodeMOpen

CODESYS Group | We software Automation.



How to benefit

Use case: Protect concrete parameters/data in the source code

» Interface for encryption/decryption of concrete source code in a project
=» Source data protected against unauthorized access
=» Decryption by means of license / product code

=13 COmpCodeMeter, 3.5, 17.0 (System) ¥ | =3 Inputs/Outputs Graphical @ Documentation
¢ RTS_CMBOXENTRY

RTS_CODEMETER._IMFO
ag;_ : Naie CodeMEncrypt (FUN) C
+-1J) internal functions

Y EHEN FUNCTION CodeMEncrypt : RTS_IEC_RESULT

ryp el

CodeMDecrypt

CodeMEncrypt Encrypt data

CodeMGetContentByFirmcode InOut:

CodeMGetContentByFirmcode2 Scope | Name Type " E——

B Return | CodeMencrypt RTS_IEC_RESULT Error code (see CmpErmors2 Interfaces Library) or

CodeMGetFirst ERR_OK if succeeded

CodeMGetInfo Imput hCodeMeter RTS_IEC_HANDLE Handle to the CodeMeter license container retrieved

P

CodeMGethame by CodeMOpen().

CodeMGetNext udiEncryptionCode UDINT En.:r:.l.lpti{m code

CodeMGetQuantity pbybata POINTER TO Pointer to plain text data to encrypt

BYTE
CodeMGetUnitCounts
C':'dEMOE nrt.ounter nbatalen __ XWORD Length of data to encrypt
SR Inout | ulckRe UDINT Returns CRC of the encrypted data

CODESYS Group | We software Automation.



How to benefit

Use case: Easy licensing of product options from software vendor

License Manager x
Container | Local: RW Runtime Key [3-3311883] ~ Refresh Blink
L] L] L] L]
= Licensing directly in the IDE bl
g y | CODESYS Control SoftMotion RTESL | 'Vame CODESYS Control SoftMotion RTE 5L
CODESYS Remote TargetVisu 5L Company CODESYS GmbH
See https://youtu.be/-5t4kN1Gn9Y copss s Tt il
z = CODESYS WebVisu SL License quantity -
CODESYS SoftMotion CNC 5L Usageperiod =
] ] - - - CODESYS Control Win SL Feature map 0001
= Licensing via special website Covests sfe for Sttt Acnatontne -
CODESYS Control Win MultiCare Expiration time -
. CODESYS HMI 5L (DQ, Full) Firm code 101597
http://license.codesys.com OIS Gonded) | pesuecsde  soms
L L L]
Description
[ ] [ ] [ ] RTE for SoftMotion applications
= Cloud-based Ilcensmg for bulk operation
< >

within the CODESYS Automation Server

n The licensefor the product exists on the selected license container, but is invalid (e.g. expired).

m The license forthe product does not exist on the selected license container.

ﬂ CODESYS Automation Server en - it

Install Licenses... Additional Functions Close

= Licenses / Bulk Licensing

Bulk Licensing

-

i= PLCs
@ Import Licenses Empty Table =[] Show activated licenses mg‘,s
it Applications v
Status TicketID 4 License ID Description PLC Container " Wy icamme ek
o Licenses ~ Available Licenses
Not activated 2DUQX-5G6R7-KC3LG-OW2ZNM-ATVUY 217093 CODESYS Control for Raspberry Pi MC SL (Full) emPC_RPLCAS Demo  ~ X
To activate your licenses:
Bulk Licensing ctalln 1. Select he licenses you want to activate.
Not activated 3P45L-U5X5Z-UVXXE-2TVL5-RSMKC 217092 CODESYS Control for Raspberry Pi MC SL (Full) Installed PLC - X 2. Select the locally connected GmContainer to which you want o fransfer the licanses
3. Click "Activate Selected Licenses Now”.
B Template " Not activated BBAYZ-X6CWL-JGVGT-LP2JV-LVKUZ 217096 CODESYS Control for Raspberry Pi MC SL (Full) Installed PLC v X S A O P e PP
[ CODESYS C-Integration (Full) - Available
EX Tickets v Not activated FJRDE-PR52B-PIC63-V7EBV-M863K 217090 CODESYS Control for Raspberry Pi MC SL (Full) Installed PLC > X
- Select CmContainer
2-2699902 (RW klein Workstation CODESYS GmbH) ~ [Q
Not activated SA03Q-DPFET-MUYFT-358CY-RW2AH 217094 CODESYS Control for Raspberry Pi MC SL (Full) Installed PLC ¥ X PR R

File-based license transfer

Items per page 5 - 1-5 of 10 < < > 2l
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https://youtu.be/-5t4kN1Gn9Y
http://license.codesys.com/

Security and monetization in automation

CodeMeter® technology in CODESYS

How to benefit

Outlook and conclusion

CODESYS Group | We software Automation.



Outlook and Conclusion

Future use cases (Roadmap)

= Pay-per-use monetization with license counter
=» Extension of the library possibilities (SP18)

= Network licenses for SoftPLCs add-ons (e.g. for fieldbus, visualization, OPC UA)
= Network licenses for workstation add-ons (e.g. Static Analysis, Profiler, UML, Git)

* Cloud licenses
= SoftContainer on virtual machines respectively Server with dongles
= Network licenses

= Scalable licenses (e.g. depending on IEC 61131-3 code size, number of tasks)

= Encryption of SoftPLCs via AxProtector
=» Execution depending CodeMeter® runtime
=» Guaranteed integrity of SoftPLCs

CODESYS Group | We software Automation.



Outlook and Conclusion

CodeMeter® in CODESYS

Proven technology at your fingertips

Flexible application in different common use cases

Easy handling due to
= seamless integration
= pre-programmed licenses

One platform for different targets and functions

=» Added value for the security and monetization of your know-how

CODESYS Group | We software Automation.



Thank you for your attention!

CODESYSPis a registéred trademark. Technical specifications are subject to change.
Errors.and omissions excepted. No reproduction or distribution, in whole or in part, without prior permission.
Note: Not all CODESYS features are available in all territories. For more information on geographic restrictions, please contact sales@codesys.com.
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