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Product Security Advisory WIBU-231024-01

Vulnerability Title

Vulnerability in Go used in CodeMeter WebAdmin.

Affected products

Product name Affected versions Fixed Versions
CodeMeter Runtime <7.60d, All platforms >=7.60d

Vulnerability description

The CodeMeter WebAdmin uses a Go version vulnerable to CVE-2023-24540 but there are no attack
vectors for CodeMeter, so the vulnerability is not exploitable.

e CVE: CVE-2023-24540
e (CVSSv3.1 base score: 9.8 (Critical)
e (CVSSv3.1 vector string: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Product name CVSSv3.1 CVSS v3.1 vector string Comments
environmental
score
CodeMeter 0.0 (None) AV:N/AC:L/PR:N/UI:N/S:U/C: | This vulnerability is not
Runtime H/I:H/A:H/MC:N/MI:N/MA:N | exploitable for CodeMeter

o Vulnerability type:

o CWE-74: Improper Neutralization of Special Elements in Output Used by a
Downstream Component ('Injection’).

Remediation

e No remediation needed.

Mitigations for affected versions

e No mitigations needed.
Disclaimer

The information in this document is subject to change without notice and should not be construed as
a commitment by WIBU-SYSTEMS AG. All information that relates to the future (e.g. planned software
versions and release dates) is provided without guarantee.

WIBU-SYSTEMS AG provides no warranty, express or implied, including warranties of merchantability
and fitness for a particular purpose, for the information contained in this document, and assumes no
responsibility for any errors that may appear in this document. In no event shall WIBU-SYSTEMS AG or
any of its suppliers be liable for direct, indirect, special, incidental, or consequential damages of any
nature or kind arising from the use of this document, or from the use of any hardware or software
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described in this document, even if WIBU-SYSTEMS AG or its suppliers have been advised of the
possibility of such damages.

This document and parts hereof must not be reproduced or copied without written permission from
WIBU-SYSTEMS AG, and the contents hereof must not be imparted to a third party nor used for any
unauthorized purpose.

All rights to registrations and trademarks reside with their respective owners.
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