
High scalability and availability for 
software protection in the cloud

Protecting software in the cloud Protecting AI applictions

	�Licensing and accounting of applications that are executed on a large scale as real-time applications on 
cloud hardware 

	Secure elements in the cloud are needed to balance the interests of different participants

	�From a classic architecture with dedicated load balancers, distributed databases and redundant servers, 
we switched to a dynamic structure that reacts dynamically to requirements on several levels. This ran-
ges from the dynamic allocation of IP addresses to the automatic generation of workers and the dyna-
mic distribution and synchronization of high-performance databases.

Availability Zone 2

Availability Zone 1

Load 
Balancer

CmCloud 
Service

Redis DB Redis DB Redis DBLoad 
Balancer

CmCloud 
Service

Redis DB Redis DB Redis DBLoad 
Balancer

CmCloud 
Service

Database

Database mirror

Client
CmCloud 
Service

Secure key and license containers

Sandbox

Secure Code execution

Protected AI
Wrapper

Security Engine

Protected CODE

Protected MODEL

articfacts/tensorfl ow_
example.py

artifacts/model.h5

Secure key and license containers
CmCloud 
Service

number of Redis shards

High scalability using Redis shards

0
0 1 2 3 4 5 6 7 8 9

20

40

60

80

100

120

140

160

	Secure storage of 
	 	Licenses
	 	Key material
	 	Certificates

	Decryption possible on function level

	�Parts of the application can be securely  
	 executed in the cloud

	Protection of code and model
	 	Tamper resistance
	 	Anti reverse engineering
	 	Licensing of AI application


