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Dear Clients and Partners!

It is a tough competition: Every year, the most
ground-breaking and pioneering small and
medium enterprises in Germany are selected
for the TOP 100 innovation award, organized
by the renowned innovation researcher Niko-
laus Franke. In 2023, Wibu-Systems will be
counted among that great crowd for the first
time, after we were able to show our innova-
tive qualities in five categories, from our man-
agement team, climate, processes and organi-
zation to our outward-looking / open innova-
tion mindset, and practical successes with in-
novative products.

For us, this achievement does not mean time
to rest on our laurels, but an incentive to con-
tinue to make Wibu-Systems even more inno-
vative, to add our contribution to current
standards like the DIN's NA 043-01-41-02 AK
“Generic API for loT and Industrial Devices”,
and to keep registering new patents. By work-
ing with our partners, including top research
institutions, we are bringing our expertise to
bear on new flagship technologies like Post-
Quantum Cryptopgraphy (PQC) or Artificial

Intelligence (Al). All of this so you can rest
assured that our solutions will always include
the best and newest innovations for your
products.

This issue of our KEYnote magazine includes
a look at the level of security offered for your
software courtesy of CodeMeter security and
the AxProtector obfuscation capabilities; the
means to integrate CodeMeter in your in-
stallers; the Software Activation Wizard that
makes it easier for your users to get their
licenses; and the License Portal that lets your
clients manage their own licenses. Additionally,
you can read more about how to create new
business opportunities with feature-on-de-
mand licensing, and the success story of our
Japanese client Leader Electronics.

| wish all of you success and wise decision-
making for your business in the year ahead,
and | would love it if our solutions contributed
a little bit to that success for you. Will we see
you at one of the upcoming expos or at the
June and September INNO DAYS at our Karl-
sruhe head offices?

Best regards,
Oliver Winzenried

CEO



In software licensing, providing licenses should
be simple and secure. That goes for software
developers who want to create new licenses
on a central license server and it goes for end
users who need to get the licenses on their
devices. If the system in question has an Inter-
net connection, at least temporarily, this can
be done very easily and elegantly with a Soft-
ware Activation Wizard. Called SAW for short,
this can be a separate application or another
feature in the end user application that takes
care of:
m Transferring the initial license from Code-
Meter License Central to the local system
= Creating a CmContainer, if required, on the
local system
m Checking regularly whether there are any
changes to the ticket or CmContainer on
CodeMeter License Central

Gateways

To conduct license checks from within an ap-
plication, Wibu-Systems provides the gateways
as part of the CodeMeter License Central Inter-
net Extensions. Gateways are PHP scripts that
can be called with the right parameters and
return the required data in a JSON format. This
results in two main requirements for a license
check in the application:

= Communication via https must be possible
= JSON objects must be interpreted

Beyond accessing the gateways, the applica-
tion in question only has to be able to commu-
nicate with the local CodeMeter Runtime to
provide the license data on the system.

Software Activation Wizard Samples
Wibu-Systems has prepared a number of sam-
ple implementations for different program-
ming languages in the developer section of its
website to make integrating SAW functional-
ities as simple as possible. There are samples
for different use cases.

What all implementations have in common
is that they have a central module that takes
care of communicating with the gateways and
linking up with CodeMeter Runtime. The mod-
ule is either a library or a standalone file and
can be integrated as is or changed to suit each
software’s needs.

Get Ticketinformation

CodeMeter
License
Central

Create Update

Confirm Transaction

C#

The central module used by all samples is the

WibuLcGatewaysAP! library.

m SimpleWizard is the fundamental example
that simply shows which functions need to
be called to activate licenses.

m Wizard is a standalone application that han-
dles most license management operations
on the basis of tickets or CmContainers.

m AutoUpdate is an example of how a check
can be run for auto-update licenses for all
local CmContainers.

m SingleTicket shows how the ticket number
stored in a license can be used to check
whether new licenses have been provided.

m Renew is a simple example to explain how
renew licenses work for service engineers.

m  Cloud shows how a new user and CmCloud-
Container can be created through the Li-
cense Portal or how a CmCloudContainer
can be provided for an existing user on a
local system.

m LicensePortalUserTickets demonstrates how
all available tickets for a user can be access-
ed and checked for new licenses.

m Activationinformation is a simple example
that explains how additional information
can be written into a license with activation-
specific parameters.

Java

The central module used by all examples is the

library jaw-core-x.xx.xxx.xxx.jar.

m ActivatefromTicket is a simple application
that shows how licenses are transferred
from a central server to a local system.

m DeactivatefromTicket demonstrates how i-
censes activated on a local system can be
returned to the central server.

LICENSING
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Software Activation Wizard Examples

CodeMeter
Runtime

Create Context

Import Update

Create Context

C++

For C++, a command line application is pro-
vided that can handle different operations via
the right parameters. The central module is the
file WibuLCGatewayAPl.cpp. libcurl is used as
a library for https communication and jsmn.h
for handling JSON objects.

Conclusion

If the system can handle the basic requirements,
integrating a SAW into an application is not
complicated. Should the programming langua-
ges and samples listed here not be enough for
your needs, the consultants of Wibu-System’s
Professional Services are always available to
support you. i
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Screenshots from the C# sample “Wizard”
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AxProtector with Obfuscation

Wibu-Systems has developed a completely new variant of its popular AxProtector for native applications on Windows, Linux,

and macOS.

AxProtector Compile Time
Protection (CTP)

AxProtector CTP is available for Windows, Linux,
and macOS and introduces a new handling
and new protection technology for these oper-
ating systems.

AxProtector CTP is available for download as
of February 2023 alongside the release of
AxProtector 11.20. AxProtector CTP can be
used with existing licenses for AxProtector

Windows, Linux, or macOS. Its automatic pro-
tection, modular license, license free (IP Pro-

tection) mode, file encryption features and the
all-new Compile Time Obfuscation feature can
be used with native applications for all three
operating systems.

AxProtector CTP's protection mechanisms are
integrated in the compile process of the build
system.

Why AxProtector CTP?

Apple has made changes to its macOS operat-
ing system on the ARM platform with tough-

ened code signing guidelines in force as of
macOS version 12.3. It becomes harder to run
protected software, especially plugins, that
need to be decrypted during runtime.

This does not yet affect the ability to run pro-
tected software on Intel or Intel-emulated (Ro-
setta) systems.

Another reason for AxProtector CTP is the op-
portunity to increase the level of protection for
intellectual property, especially for software
that is only secured against reverse engineer-
ing, but without requiring a license (license
free or IP Protection mode). The traditional IP
protection approach used by Wibu-Systems
relies on encrypting and temporarily decrypt-
ing executable code in the memory of the
user's device. This means that the executable
code has to switch into its plaintext form,
albeit only for a brief moment in time.

How Does It Work?

Our newest innovation works by obfuscating
the code of native applications. This native
code obfuscation works in a way related to
traditional obfuscation methods. During com-
piling in a specially adjusted LLVM compiler,
functions are protected in three steps. First,
the function name and text strings are made
unreadable by encryption (image 1). Secondly,
the blocks of code are obfuscated. Additional
code blocks and sequence branches make the
code even less evident (image 2). This increases

the size of the executable code.

Finally, the logical connections between the
code blocks are replaced by indirect calls (im-
age 3).

The logical connection of the executable code
in the binary cannot be recognized anymore
with the broken branches, making it securely
protected against reverse engineering.

The approach adds excellent protections against
reverse engineering, as the executable code
never enters the working memory other than

in fragmented and obfuscated form. An analy-
sis of the code is essentially impossible.

Image 1

Basic Block

Encrypted
string

Jump



Image 2
Licensing
The new technology does not only include

protection for intellectual property, but also li-

censing for software and its components. All
license configuration options available with
AxProtector .NET NC are available here.

The license checking code injected by AxPro-

tector is hard to distinguish from the original
application code. It can only be executed with
the right license key.

Requirements
The protection offered by the new AxProtector

CTP requires special build environments, com-

patible with a modified Clang compiler and an
additional plugin made by Wibu-Systems. Only

minimal adjustments to the compiler are need-

ed; they can be made by software developers

with the setup guide provided by Wibu-Systems.

Their purpose is simply to activate the use of
plugins.

AxProtector CTP is currently delivered with the
compiler Clang 14.05.

As the Clang compiler is supported in most
common development environments like Visual

Studio and Xcode, the capabilities of AxProtec-

tor CTP are immediately available, including
cross-platform protection as provided by the
standard AxProtector. AxProtector supports

Frontend

Clang

Optimizer

Windows, Linux, and macOS systems and Intel,
ARMHF, and AARCH64 platforms.

Recommended Use Cases
Wibu-Systems continues to support and devel-
op AxProtector Windows, AxProtector Linux,
and AxProtector macOS. Software developers
can continue to use these versions.

macOS

Software developers who plan to produce and
protect plugins for macOS with CodeMeter
should use the new protection mechanism.
This applies, in particular, if the host applica-
tion that loads the protected plugin is not pro-
tected by AxProtector. Developers of macOS
applications should also consider AxProtector
CTP, as this will become the standard protec-
tion system for macOS.

Windows and Linux

AxProtector CTP offers efficient protection for
intellectual property with the additional secu-
rity for the code afforded by obfuscation. A
switch can be recommended if the system re-
quirements can already be met or can be ful-
filled in the future.

Performance

Experience tells us that applications protected
with AxProtector or AxProtector CTP run at sim-
ilar levels of performance. When obfuscation is
used with critical runtime functions, there can
be certain effects, depending on the system.
We recommend running a test with the inte-
grated profiler of the AxProtector CTP.

Practical Use
Wibu-Systems can provide a preconfigured
Clang compiler and compiler plugin for the

Backend

Aarch64

Armv7

-
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protection process for a first evaluation.
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Image 3

The compiler can be easily integrated into a
build system. Instructions for the plugin are
available for developers who want to adjust
the compiler themselves.

The configuration of AxProtector CTP is virtu-
ally identical to AxProtector .NET NC or AxPro-
tector Python NC.

AxProtector includes a selection of powerful
functions, including automatic protection, mo-
dular licensing (license lists), license-free use
(IP Protection mode), and file encryption. AxPro-
tector CTP adds the option of Compile Time
Obfuscation that can easily be activated with
the configuration. An additional license is re-
quired to access this feature.

AxProtector CTP uses the intermediate file for-
mat of the LLVM compiler. That means support
for many programming languages and plat-
forms, including C, C++, Rust, and Swift, which
are supported by the LLVM compiler infras-
tructure.

Looking Ahead

Wibu-Systems will continue to refine and im-
prove both AxProtector and AxProtector CTP
for Windows, Linux, and macOS. Software de-
velopers and vendors can pick and choose
the right protection mechanism to match their
applications’ needs. The next step will add Code-
Moving as a separately licensed feature in
AxProtector CTP. id
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Integrating Resellers -
_ITwo Routes, One Destination

CodeMeter License Portal is a powerful tool for managing individual users or groups of users in a smart, tiered hierarchy that

can cover most of your workflows and procedures’ needs. Administering the licenses of large corporate clients becomes as easy

as sharing educational licenses on a campus. One typical use case for this is the ability to integrate resellers and distributors

in your sales processes: The better and easier this is, the happier your partners will be and the more motivated to sell your

products. This article tells you more about the two fundamental ways to do so: One, with an ERP system taking the lead, or two,

with CodeMeter License Portal as the system in charge.

ERP System in the Lead

In this case, the licenses and the tickets re-
quired for them are created through the ERP
system; direct sales would follow the same
exact workflow. In parallel, each partner is
entered as a reseller in the CodeMeter License
Portal, and for each reseller, a user is created
with admin rights. This user can then create
more users in his/her group or, depending on
the hierarchy, create additional subgroups. As
the admin acting for the reseller, the user has
access to all data and information on his/her
branch, but cannot access any other resellers
or the higher branches of the hierarchy, that is,
the original software vendor.

Now, the newly created licenses are assigned
to the reseller's pool, which would ideally be
done by an automatic mechanism in the ERP
system. As is the case for creating licenses,
CodeMeter License Portal has an API function

that can take care of this immediately after
creating the tickets. Alternatively, more con-
ventional routes are available (by email, deliv-
ery note, license mail etc.). In these cases, the
resellers would add the tickets manually to

Renewal Report

License
Portal

A

Automatic
Renewal

Customer

their pools. Whichever option you choose for
the process, the best practice recommenda-
tion holds: A separate ticket for every license.

And this would be all the effort required from

Renewal
invoice
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Automatic List of active
Renewal Subscriptions
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you as the original software vendor. Your re-
sellers can now go out into the market with
their pool of licenses. Again, the Portal gives
them full flexibility: The resellers could create
a new client and one or more users per client
to allocate tickets to from their pool, and the
resellers can also choose their preferred route:
A printed ticket, a ticket per mail, a ticket
assigned to a user, etc.

License Portal in the Lead

If you are not using an ERP system or prefer
simpler logistics, you can also create tickets
and licenses directly through CodeMeter Li-
cense Portal. Our Professional Services Team is
available to tailor this option to your specific
needs: You define the product groups and
assign items from CodeMeter License Central
to each group. You could even define specific
properties, like the maximum length of time
that a trial license can be used for.

Next, you need to put your retail partners in
place as resellers, as you would with an ERP
system. You can give the admin account of each
reseller the right to use a certain selection of
product groups or configurations, which en-
ables the reseller to create licenses. In turn, the
resellers’ admin users can create new users,
whose rights would be limited to the rights
that the reseller has as well.

For the next step, the reseller can then create
clients and the right number of licenses for
them. The main difference to working with a
mainstream ERP system is that the resellers
are not given a pool of tickets. Instead, each
license is created just-in-time for them. As the
original vendor, you define which licenses and
which license options can be created.

License Reporting
In particular, when you work without a main-
stream ERP system, reporting is essential for

Monthly
Report

A

Monthly
Invoice

)

o

Reseller ISV

the licenses created by your resellers. Again,
our Professional Services Team is ready to help
you tailor the reporting mechanisms to your
interfaces and your specific needs.

The simplest reporting system would create a
list of licenses, including full, trial, and subscrip-
tion licenses. You could export this list regu-
larly, e.g. once per month, and process the
data in your back office systems. Alternatively,
you could source the data automatically via
SOAP, REST, or email to a defined recipient, e.g.
for an automated billing process.

Best Practices for Subscriptions
One popular use case in the real world are sub-
scription licenses. In certain cases, these can
be hard to implement with typical ERP sys-
tems, making CodeMeter License Portal a
welcome alternative. Subscriptions would be
created through the CodeMeter License Por-
tal and set to run until these are cancelled
or revoked. A cancellation would prevent the
automatic renewal, while leaving the users
the ability to use their software until the end
of the subscription period they had paid for.
When a subscription license is revoked, the
license is set to be deleted at the next possi-
ble time. This is used e.g. when a client goes
back on their purchase or when they decide to
switch to a different type of license.

When selling subscriptions through resellers,
monthly group billing is the way to go. The
Portal can create a list of active (i.e. not can-
celled or revoked) subscription licenses, either
for a set threshold date or, for newly started or
recently cancelled licenses, with accurate day-
by-day information. You can then bill these
licenses separately through your ERP system
and include a list of active subscriptions as an
“itemized bill" for your reseller.

For direct sales, subscriptions can be billed on

an annual basis. Automatic renewals would be
included in the report for the month they hap-
pen in, which again allows you to create a bill
separately through your ERP system. An auto-
matic import mechanism is a great relief in this
case; one best practice in this case would be to
handle your internal sales unit like a reseller on
the Portal, but to create end user bills, instead
of the summary bill for a regular reseller.

Customer-Facing Processes

On the client side, you have all of the functions
at your disposal that you know and love from
CodeMeter License Portal. A client's admin
has the ability to create additional users, man-
age license pools, or assign individual tickets
or licenses to individual users. Further down
the line, users can activate and move their
licenses or recover lost licenses through the
Portal.

Where is the Data Kept?

As the original vendor, you should work with
your partners to define which data is collected
about your end clients. The options would
range from pseudonymized IDs to a full add-
ress database, always mindful of the EU's
GDPR requirements: Clients must be informed
about which data is collected, and what it is
collected for. Since the data is used to recover li-
censes in the case of loss or failure, you should,
in principle, have a legitimate reason to collect
such data.

CodeMeter License Portal gives you the oppor-
tunity to delete data from the database in com-
pliance with the GDPR requirements. Option-
ally, a License Portal could also be located in a
local network or a private cloud at the reseller
or an enterprise client. In that case, you, as
the original vendor, only have access to infor-
mation that is fed through to your CodeMeter
License Central.

Internal Licenses (NFR)

It happens quite frequently that employees
need internal demo licenses (NFR — Nor For
Resale). As always, CodeMeter License Por-
tal has the perfect solution for them: You can
create dedicated NFR licenses, which would
typically be time-limited, but set to renew
automatically like subscriptions. The renewal
period can differ from that of subscriptions.
One best practice for NFR licenses is to allow
them to activate all features, which would
work via a separate Product Code that can set
all software features to be active at once. L3
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Installing CodeMeter
on End User Systems

Software developers who intend to integrate CodeMeter into their applications will, sooner or later, have to think about

how they can get CodeMeter onto their users’ systems. The key to success is knowing all of the features of the installer and

understanding how it can be used most effectively. This article will look at the fundamental approach to installing CodeMeter

on Windows systems and at everything else you should know about CodeMeter installation.

The CodeMeter Architecture In Brief
For licensed software to run on your users’
systems, they need an active CodeMeter License
Server. Only CodeMeter Embedded can run
without it on e.g. industrial controllers. The
CodeMeter License Server receives and pro-
cesses the queries from applications and
libraries protected and licensed with Code-
Meter and sends the necessary commands to
the right CmContainers. In the case of the
hardware container CmDongle, this would
mean encrypted commands sent to the con-
nected dongle; for the software option CmAct-
License, the cryptographic operations are run
in the CodeMeter License Server itself: and
for the new online option, CmCloudContainer
would receive the commands via a secure https
connection with the cloud system operated by
Wibu-Systems.

To store and process CmActLicenses, the target
system needs certain additional rights to cre-
ate the binding with the system and to securely
store information on that system. In this case,
the CodeMeter License Server must be given

administrator rights and be installed as a ser-
vice or daemon on the system.

With CmDongles and CmCloudContainers, com-
mands are executed in a secure environment,
that is, either on the secure hardware devel-
oped by Wibu-Systems or the secure servers
running in Wibu-Systems’ data centers. In this
case, the CodeMeter License Server could also
be run with simple user rights.

Why Install CodeMeter?

The installer for CodeMeter Runtime will install
the CodeMeter License Server and CodeMeter
WebAdmin as a service or daemon. Since every
protected and licensed application needs to be
able to reach a CodeMeter License Server, this
puts in place the right conditions for your soft-
ware to work reliably and correctly on the sys-
tem. Alongside the two services, the installer
also includes several key libraries and applica-
tions for using CodeMeter. This comprises of
the tool to visualize the available CmContainer
and the means to interact with the License
Server, e.g. to import updates to the connected

CmContainers. Alternatively, the command line
tool cmu can do the same jobs.

On Windows systems, the installer will also
configure the Windows Firewall to match your
needs concerning CodeMeter. If you want
CmContainers connected to the system to be
accessible by other systems, it can open the
necessary port 22350.

The Compatibility Promise

All applications that use CodeMeter will be
using CodeMeter Core API. This APl allows soft-
ware developers to make CodeMeter an inte-
gral part of their software. Applications and
libraries protected with AxProtector from Code-
Meter Protection Suite will also be relying on
the same API.

Wibu-Systems can make a compatibility
promise for its CodeMeter Core API: Once a call
is available in the Core API, it will stay avail-
able in future CodeMeter versions and always
produce the same result. This promise is the
reason why different software vendors have




Application 1 Application 2

CodeMeter
Library 6.10

CodeMeter
Library 7.60
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CmDongle FW: 4.30
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been and are using CodeMeter effectively and
reliably on the same system. All they need is
the newest version of CodeMeter Runtime in
place on that system.

Always Up To date

When used on Windows systems, the Code-
Meter installer has a very special ability: It can
make sure that the newest version of Code-
Meter on the system is always kept in place.
This can be helpful if different software ven-
dors include different versions of CodeMeter in
their installers. It does not matter when or in
which sequence these are installed: In the end,
the version of CodeMeter on the system will
always be the most recent one of the bunch,

Application 3 Application 4

CodeMeter
Library 6.0

CodeMeter
Library 7.50

CmActLicense CmCloudContainer

and thanks to our compatibility promise, all
software will work perfectly with it.

If your users have more than one application
with CodeMeter installed, the newest ver-
sion of CodeMeter will be kept in place even
when the application that came with that ver-
sion is removed. CodeMeter would only be
fully removed from the system when the very
last application that came with a CodeMeter
installer is deleted from the computer.

A Choice of Installtion Options

As software vendor, you have a choice of op-
tions for getting CodeMeter Runtime onto your
users' systems.

You can require your clients to organize the
runtime environment's installation. Some enter-
prises already consider CodeMeter Runtime as
middleware, that is, as something that the
clients should provide on their systems when
needed. They do this to make sure that the in-
stalled version of CodeMeter has been tested
and works in their environment.

However, you cannot rely on all of your clients
to think like this. In that case, you should deliver
the CodeMeter installer together with your soft-
ware so that the end users can install the run-
time environment they need without too much
effort on their part.

For many target groups, it can make sense to
download the installers as MSI packages and
include them as a regular part of your installa-
tion routine. With the MSI package accessed
with right parameters, you can decide how the
CodeMeter installer behaves and, for instance,
allow the users to pick the right configuration

W CodeMeter Develcpmant Kit v7.50 Setup = *

Change, repair, or remove installation
Select the cperation you wsh i perfom.

([ owee )

Late yous change the wary festures are rmtsled.

e
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Changing CodeMeter Development Kit v7.60
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in your dialogues without confusing them with
a different-looking design. The CodeMeter de-
veloper manual goes into depth about these
options.

Skip the Installation Altogether?
There can be scenarios in which you might con-
sider forgoing the CodeMeter installer: If your
application needs no separate installation and
can simply run on the users’ system, you can
copy and run the CodeMeter License Server
like that. This works with CmDongles and soon,
with CmCloudContainers; CmActLicenses with
their activation-based mechanism are not an
option in this case. You should also make sure
that your application is the only software using
CodeMeter on the system in question, or at
the least, check whether a prior installation is
already residing on it.

Always The Best Choice

The CodeMeter installer is the best way to get
CodeMeter installed and updated in the fastest
and simplest way possible. It ensures optimum
compatibility with other software from other
makers or older applications from your own
developers. Our recommendation: Integrating
the CodeMeter installer in your routines is al-
ways the best choice. id
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CodeMeter Security

The blinds weren't drawn and there was no bright light glaring right in my face. But it all still felt a bit like an interrogation.

Here | was, sitting on one side of the table with two executives from a potential client facing me from the other side. After two

hours of this, | heard those words | had hoped for: “Mr Kuegler, | know that nothing is 100% secure, but CodeMeter seems to

be the best option on the market.”

Let's go back two hours.

Mr X: So, tell us, Mr Kuegler: How ex-
actly does AxProtector encrypt our soft-

ware?

@ That was easy for me to answer: With
CodeMeter Protection Suite, we have
reached the optimum balance of performance

and security. When you want to encrypt soft-

ware, one or more pseudo-random software

keys are created. These keys are used to en-

crypt your application or parts of it with AES

256-bit. The keys are then encrypted them-

selves and stored in the software with multiple

CodeMeter keys that are contained in the Code-

Meter license.

When the application is run or an encrypted

part of it accessed, one of these several Code-

Meter keys is picked to decrypt the software key
and, in turn, the software. If the right license
is missing, there is no way to get the necessary

software key, and the software cannot be de-

crypted or executed.

29 MrX:But is a CmActLicense not more

secure than a dongle? With a CmDon-

gle, you are using a familiar USB interface, but

a CmActLicense could use asymmetric proce-
dures.

':‘ My answer: To encrypt large amounts

of data like an application, you always
need symmetric encryption, like AES 256-bit.
And if you want one installer package to work
for every client, the key has to be identical for
all licenses. Whether you use a CmDongle or a
CmActLicense, or indeed a CmCloudContainer,
the symmetric keys are transferred into in the
container in an asymmetric process. They are
then stored there: in the case of a CmDon-
gle, in a smart card chip; in a CmActLicense, in
the license file that is bound to certain proper-
ties of the device; or in the cloud in the case
of CmCloudContainers. If you are using a Cm-
Dongle or a CmCloudContainer, the Code-
Meter key never gets into the memory of the
user's device. This is not the case with CmAct-
Licenses, which have to have the key in the
memory, but only for a brief moment and pro-

tected with additional anti-reverse engineering
features. But you should remember: You can-
not steal what was never there.

29 MrX:But people could try wiretapping:
Listen in on the USB interface and sim-
ulate a CmDongle.

@ My answer: Again, CodeMeter has sev-
eral mechanisms in place: First, commu-
nication between CodeMeter Runtime and the
CmDongle is always encrypted. And the license
always contains an asymmetric key alongside
the symmetric keys. The protected one creates
a random challenge that the CmDongle has to
respond to with the private key. The software
then checks the challenge with the public key.
You cannot fake that check without the private
key. But that's not all there is: As | said, we are
using several CodeMeter keys to encrypt a soft-
ware key. That creates a large number of pos-
sibilities, of which one is actually chosen when
the software is launched. The selection process
is designed to ensure that not all possible keys
are used, even when the software is launched



a thousand times over. In practice, this means
that a simulator created by recording all se-
quences would never be complete and would
be severely limited in its capabilities.

[ Od Mr X: But what about software updates?

Are we using the same key then? Or
would it be safer to create a new license with
every update, even minor ones?

':‘ My answer: No it would not. You can pro-
tect each update with the same license.
That is the point: CodeMeter does not only give
you secure protection, it also simplifies the li-
censing process. Behind every license, there is a
root key, the Product Item Secret Key (PISK),
from which the required CodeMeter keys are
created during encryption (on the CmDongle).
The keys are derived from a checksum of the
application that you want to protect.

Same application / Same license > Same key >
Same protected application.

Different application (e.g. after a mini update) /
Same license -> Different key > Different pro-
tected application.

29 MrX: My colleagues managed to read

our own keys on one of our chips via a

side channel attack. Wouldn't that work with a
CmDongle as well?

':‘ My answer: Again, we are using several

countermeasures: We are using a secure
smart card chip that is equipped with means
against side channel attacks by the manu-
facturer. And we have some of our own tricks
in the firmware. Finally, the PISK cannot be
used directly, so that you could not attack the
root key directly.

F‘ Mr X: And how secure is the IP Protec-
tion mode if it allows me to use the soft-
ware without a CodeMeter license?

7@ My answer: To be frank, this type of pro-
tection cannot rival the level of protec-
tion offered by a CodeMeter license. With a
CodeMeter license, you have the software link-
ed to a key that is kept in secure key storage.
With the IP Protection mode, the software key is
encrypted, but it is kept in the protected appli-
cation. Hiding the key is one of our, pardon
the pun, key competences, but separating the
software and the license naturally increases
the level of protection.

r;‘ Mr X: Did | understand it correctly that
the automatic protection of a native C/

C++ application is better than a .NET applica-
tion? With .NET, you have intermediate code
that is more easily read out than machine code.

My answer: Paradoxically, the opposite

is true. With AxProtector .NET, you have
a far higher level of protection than with AxPro-
tector Windows because the intermediate code
is easier to read. AxProtector Windows en-
crypts and decrypts the entire application in
one go, whereas AxProtector .NET breaks the
application down into individual functions that
it encrypts piece by piece. During runtime, only
the pieces that are actively being used are
decrypted, turned into machine code, and then
immediately removed from working memory
again. That raises the bar of protection mas-
sively.

%% MrX:Could an attacker not simply read
out and decrypt every function of a .NET
application?

':‘ My answer: In theory, that is possible.

You call this static analysis, because the
code is not being executed, as it would be with
dynamic analysis. AxProtector .NET has traps
built in to prevent this. These traps look like
regular code, but they would lock the license
when an attacker decrypts them. The license
would be useless. You could not continue to
decrypt the rest of the application, even by
static analysis, once the trap has been sprung.

With a native application, e.g. in C/C++, Del-
phi, Fortran etc., you can also choose dynamic
decryption during runtime and include traps,
but this would force you to define those func-
tions and traps in the application. In essence, it
means a bit more work on your side.

29 Mr X: What would you recommend if
| wanted the highest possible level of
protection with CodeMeter and AxProtector?

My answer: For C/C++ applications, we
have introduced a new type of obfus-
cation in AxProtector. We call it CTP (Com-
pile Time Protection). It works by changing
the application when it is compiled so that its
structure would be unrecognizable. The tech-
nology goes far beyond the IP Protection mode
and it can be used with or without CodeMeter
license. However, you need a Clang compiler
for the purpose.

A

If you are using a CmDongle or a CmCloudCon-
tainer, | would then suggest that you move par-
ticularly sensitive code into the CmContainer.
The code is written by you, encrypted, and
moved into the CmContainer to be decrypted
and executed. We call this mechanism Code-
Moving, and it is our top weapon against re-
verse engineering, because no would-be at-
tacker would ever get to see the code which
never touches the computer’s memory in unen-
crypted form.

The two people facing me thanked me for the
complete and technically detailed explanations
of CodeMeter's security capabilities, includ-
ing my honest words about the potential lim-
itations of our technology. It is Wibu-Systems’
openness about these details that speaks
in favor of CodeMeter. Even 140 years ago,
Auguste Kerckhoff knew that real security can-
not come from keeping the mechanisms and
principles secret: It is the key that has to stay
secret. And, as my new customers agreed, a
CmDongle is the perfect place to keep a key
safe and secure. HH
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Divide and conquer: Modular Licensing

Many enterprises in the software business want to generate additional revenue streams. The solution depends on many aspects,

but one classic option is frequently mentioned: Feature-on-demand licenses.

Features-on-demand. The concept needs no
explanation. The term does not even have to
be translated into other languages. Everybody
understands it intuitively: Software makers do
not sell their work as a single, monolithic block,
but instead offer individual features that can
be activated for a certain fee. This relies on
a modular license, which is often combined
with additional licensing models like the cur-
rent favorites: subscriptions and pay-per-use
options. Why is this done? First, to create new,
continuous revenue streams and, second, to
break into more cost-sensitive markets, as
the initial investment required from buyers is
spread out over a longer time. One fact that
should not be ignored is that the right combi-
nation of feature-on-demand and subscription
concepts will generate more revenue over a
product’s lifecycle than a simple upfront sale
would ever bring.

Feature-On-Demand as an
Aftermarket Afterburner

All of these advantages apply to software
makers, but they can apply in the same way to
hardware manufacturers (Intelligent Device
Manufacturers, or IDMs). Most of the features
and capabilities of their hardware is deter-
mined by the software that runs on it. Espe-

cially in particularly competitive markets, enter-
prises have to ask themselves how they can
lower the entry threshold to attract more buy-
ers, without losing sight of their overall com-
mercial performance. And this is where modu-
larity can be the answer.

The basic features of an application can be
included in a package that allows users to
enjoy the product in its essential form. Attrac-
tive add-on features can then be offered as
top-up purchases. The users would originally
receive a license for the basic package and
can then buy additional features to match
their profile and requirements.

The challenge for the vendor is to define the
right separate pieces with added value that
creates real demand in the market. These
could be add-on modules or functions that
might be particularly interesting for speci-
fic user groups or markets. These customers
would be more willing to invest extra to enjoy
the additional benefits.

Modular licensing also creates interesting
new opportunities in the aftermarket business.
There might be more demand for certain fea-
tures that is only discovered once users have

become accustomed to using it. Alternatively,
vendors could innovate and add new features
over time. Both are interesting possibilities not
just for pure software developers, but increa-
singly also in the industrial arena. Machines
are sold with the entire feature set on board,
and the buyer either pays for the entire lot up-
front or buys additional features in the after-
market over time, activating the licenses for
them online or offline. The automotive indus-
try is already making use of such models in
many areas, with Tesla pioneering the idea of
activating features separately.

The ability to produce one standard hard-
ware with all features theoretically on board,
instead of many feature-specific variants, also
reduces manufacturing costs. But even for
devices that need separate hardware added,
there are lots of savings to be made and suc-
cessful business models to be introduced in
the aftermarket if the add-on features are
defined and priced intelligently.

Realized with CodeMeter

The simplest way to integrate a feature-on-de-
mand model in your software is to use Code-
Meter Protection Suite. AxProtector, the protec-
tion tool available for a range of target plat-



forms and programming languages, offers mo-
dular licensing not just as a way to license ap-

plication features separately; it also increases

their level of protection with separate encryp-

tion: You can monetize your features and make
them safer in the market at the same time.

AxProtector works by taking the unencrypted

executable or library and turns it into encrypt-

ed, protected software. When end users want

to use that software, they need the right licen-

se entries in their license containers.

It does not matter whether you as the soft-

ware vendor use a hardware CmDongle, a

software-only CmActLicense, a CmCloudCon-

tainer, or any combination of the three as the
secure place to store your software’s license

entries, the structure of the entries is essen-

tially similar and fully compatible. The Firm

Code is a globally unique identifier of the li-

cense publisher, created by Wibu-Systems. As
the vendor, you yourself define the Product

Codes that AxProtector can assign to indivi-

dual features.

Each feature is protected with its own crypto-

graphic key for the Product Code. A simple
license entry would be a combination of

the vendor's Firm Code and a Product Code.
This would suffice to create a feature-on-de-
mand model without having to change any-

thing about your software. Every feature that
you can sell separately is given its Product
Code, and the end users only need the right
license entries in their license containers. You
also have an API available as software vendor
to make direct use of the information in the
license container.

Licensing Models on Top

By defining the feature-on-demand
licensing model, you have created
the perfect foundations for more
sophisticated licenses. Product Co-
des can be given additional properties by way

of the Product Item Options. For example, ad-
ding an expiry date lets you offer a subscrip-

tion model and adding a use counter allows
billing by the number of uses or the active
time in use. Many other Product Item Options
are available to give you a toolkit to construct

your chosen licensing system. Ideally, the ap-
plication does not have to know the underly-

ing licensing model at all and only expects the
right Product Code. You can then pick and mix

the licensing models for each market or indus-

try without having to change anything in the
software itself.

N g

The Route to the Client

One aspect that should never be neglected,
not just for feature-on-demand licenses, is the
necessary product structure in the order han-
dling system used by your company (e.g. an
ERP system like SAP, Oracle, Microsoft Dynam-
ics, ...) and the effective link between this
system and the license management system,
CodeMeter License Central.

Each individual marketable feature (represent-
ed by the Product Code) should be given its
own product number, which would be known
to both systems to form the logical bridge bet-
ween both. The order management system
would have all of the information about the
order, and License Central would have the
details about the licenses. When an order is
received, the order management requests the
generation of a ticket ID (activation code) and
feeds it back to the lead system. The clients
receive the licenses they paid for that they can
then activate on their devices with the ticket

ID. The process can be fully automated with
the simple integration of CodeMeter License
Central and the vendor’s ERP system. Should
the client pay for another feature at some
point in the software’s life, the same process
springs back into life.

This gives the Latin adage “Divide etimpera” a
completely new meaning: You can conquer
your market by dividing your software’s ca-
pabilities up with CodeMeter's modular li-
censing. HH
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TOP 100
Innovation
Award
Wibu-Systems
has made it into
a very exclusive
group of compa-
nies in Germany:
As winner of the
TOP-100 Seal, we
have shown our
innovative qualities in the five categories sur-
veyed for the prestigious award: innovation-
friendly management, climate, pro- =

cesses and structures, openness
and outward orientation, and ?
practical success. i =

Wibu
Academy

In the spirit of
community and
shared progress,
the Wibu Acade-
my is bringing our business and security know-
how to a wider audience at the House of IT
Security. Seminars will be offered in two dedi-
cated study paths:”Cybersecurity in life app-
lications” and “Publicly funded research pro-
jects — best practices for application and ma-
nagement”. Classes are open to
all interested participants; free
places are offered to accredited
students. Ld

ACADEMY

CmReady

Instead of bind-
ing a CmActLi-
cense to a device
via SmartBind, it can also be bound to a remov-
able device like an SD card or memory stick.
This gives the user the ability to move li-
censes easily between different devices, as can
be done with CmDongles. For this purpose,
CmActLicense is not just bound to the remov-
able device, but additionally stored on it.
CmReady™ by Wibu-Systems and our solution
partners offers a turnkey solution that is ready
for use, saves you the effort of im-
plementing it yourself, and pro-
vides ease-of-use and mobility in
a lean package. i

INNO DAYS
On 14-15June and

on 20-21 Septem- INNO
ber 2023, Wibu- DAYS
Systems is hostin

’ ] 2023

a very special event
on its new campus
in Karlsruhe: The
INNO DAYS, with fascinating keynotes, product
presentations, panel discussions,
and a chance to meet the experts
behind your favorite protection,
licensing, and security solutions. £

DevSecOps

Two years after our DevOps and Maintenance
teams joined forces, we are renaming our
internal specialist team DevSecOps to reflect
the shift in their professional focus towards
security. Their mission: To keep our internal
build and test systems safe and operational
with automated and manual vulnerability
checks and CVE tracking as the counterparts
of our WOPS specialist team for safer external
systems. i

CodeMeter License Portal 23.03

Several levels have been introduced in the Li-
cense Portal. These can be used, for example,
to map resellers and customers, but also uni-
versities and students or major customers, de-
partments, and employees. Licenses can be
assigned to users or groups of users. Extend-
ed support for CmCloudContainers has been
included. An administrator can download the
credential file for their users and import it e.g.
on a headless device. i

CodeMeter Protection Suite 11.20
This release introduces the new "Obfuscation’
option for AxProtector .NET NC to obfuscate
the names of namespaces, classes, functions
and symbols. You can define to which visibi-
lity level the obfuscation should be applied:
“private”, “internal”, “protected” or “public”.
AxProtector .NET NC can also encrypt line
strings contained in the program code. If a pro-
tected plugin is accessed without the correct
license, an exception is thrown to which the
host application can react. AxProtector .NET
NC complies with the Strong Name conven-
tion of .NET. id

4

HIGHLIGHTS
|

CodeMeter SDK 7.60
https connection for CmCloudContainers:
All connections between the CodeMeter Ii-

cense server and CmCloud now use https
instead of the previous proprietary encryption
protocol over http. This is equivalent from a
security perspective, but meets the compliance
requirements of large customers.

Technical innovations for CmActLicenses: The
fundamental change in how CmActLicenses
are stored on new systems significantly im-
proves performance, irrespective of the CmAct-
Licenses back history. It also removes the limit
to the number of containers that can be stored
on a device. The changes were designed with
reliable use in mind, without compromising
protection against license tampering. The new
version supports up to 400 active CmActLi-
censes at a time. i

CodeMeter Cloud 2.40

Anew Enterprise CmCloudContainer is introdu-
ced. While a personal CmCloudContainer was
designed for the mobile usage of one Cm-
CloudContainer by one user at up to 3 devices,
the new Enterprise CmCloudContainer is de-
signed to host Floating Network Licenses for
up to 500 concurrent users. The new CmCloud-
Container type requires the usage of Code-
Meter 7.60 or higher. id

CodeMeter Cloud Lite 3.0

CodeMeter Cloud Lite brings mostly technical
changes under the hood, a fresh VM (Ubuntu
22.04 (TS), and a slew of updated libraries to
enhance security and stability. The MySQL con-
nector has also been replaced with the func-
tionally identical MaraDB/J connector. id

CodeMeter License Central 4.03

The release includes an optional performance
booster feature, and the upgraded web-
service for reading ticket details reduces the
number of web-service queries. id
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Success Story | Leader Electronics Corp.

The Challenge

Resolution measurement is a crucial step for
precise, high-definition imaging and video
equipment. But it requires careful selection
of fitting test charts for each camera type, and
for certain camera types, like fisheye lenses or
ultra wide angle cameras, it was a labor-in-
tensive process. The SFR-Fit software made by
Leader Electronics Corp. eliminates the need
for this complex process by generating and
displaying the exact test chart for any given
camera for easier and more precise resolu-
tion measurement. However, the choice to
distribute the MATLAB-built software in the
worldwide market required Leader Electronics
Corp. to rethink its approach to protecting and
licensing its valuable IP.

The Solution

Leader Electronics Corp. needed a technology
that could protect and license applications de-
veloped with MATLAB Compiler with the most
streamlined distribution and license manage-
ment infrastructure, and they found the right

candidate in Wibu-Systems’ CodeMeter. The
convenience of CmActLicense software license
containers managed through CodeMeter Li-
cense Central and License Portal give Leader
Electronics Corp. and its users peace of mind
and great flexibility in testing, buying, and
using the software, be they in the company’s
native Japan or in its new markets overseas.

The Success

CodeMeter is not just the only licensing
and protection solution that works perfectly
with MATLAB applications. It also proved its
capabilities as a real business enabler: The
flexibility of the licensing models and the

Koichi Toda — Leader Electronics Corporation

“The SFR-Fit is a revolutionary product that uses a display to eliminate the need to select a test
chart, which is the standard for conventional measurement methods. Wibu-Systems’ CodeMeter met
all of our requirements, especially as it is compatible with software developed in MATLAB.
Therefore, the decision was made to implement the solution. We are very grateful to Wibu-
Systems for their technical support during the evaluation and for sharing their knowledge for

software business monetization.”

comfort of license distribution and activation
over the Internet mean that Leader Electronics
Corp. can offer its clients trial licenses to test
the product, with the option to later buy full
licenses without having to change anything
in the installed software. By simply activating
the new license through License Portal, users
can continue to enjoy their products after the
trial period without interruption or hassle, and
Leader Electronics Corp. can spread the word
about its revolutionary SFR-Fit through trial
versions without compromising on the security
of their IP.

The Company

Leader Electronics Corp. is a highly specialized
maker of electronic measuring equipment.
Headquartered in Yokohama, the company
has been constantly innovating in the fields
of video and optics, including video and broad-
cast-related products such as 4K/8K-compa-
tible waveform monitors, radio wave-related
measurement instruments, and imaging and
industrial products such as in-vehicle camera
modules. In 1969, the first overseas subsidiary
has been established in New York, U.S.A., and
now the company has local subsidiaries
inthe U.S., UK., China, and Korea, expanding
their global overseas operations. id

Leader
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CodeMeter Trainings S

Wibu-Systems offers custom training to get you off to a running start with .
X kg ; LB 87

CodeMeter software protection and licensing. The training is offered in the form

of company courses, typically hosted as in-house classes on your premises. The ifi-}'n.f.i.“ e
standard training program includes three days of courses, which can be adjusted
to your needs and level of expertise. You can pick and choose the contents you
need and shorten the program to 1 or 2 days. Alternatively, you can add a hands-
on workshop to allow your participants to try out their own practice cases.

Www.wibu.com/tr

For an up-to-date overview of our workshops, visit mycodemeter.com/workshop/.

Contact our local representatives for training courses on site

WIBU-SYSTEMS AG WIBU-SYSTEMS USA, Inc. WIBU-SYSTEMS K.K.
Germany USA: +1 800 6 Go Wibu Japan

+49 721931720 +1425 775 6900 +81 45 565 9710
info@wibu.com sales@wibu.us info-jp@wibu.jp

WIBU-SYSTEMS (Shanghai) Co., Ltd. WIBU-SYSTEMS BV/NV WIBU-SYSTEMS sarl
Shanghai: +86 21 5566 1790 The Netherlands: +31 74 750 14 95 France

Beijing:  +86 10 8296 1560/61 Belgium: +32 2 808 6739 +33 186266129
info@wibu.com.cn sales@wibu.systems sales@wibu.systems

WIBU-SYSTEMS LTD
United Kingdom | Ireland
+44 20 314 747 27
sales@wibu.systems

WIBU-SYSTEMS
Spain | Portugal

+34 91123 0762
sales@wibu.systems

WIBU-SYSTEMS
Scandinavia | Baltics
+46 8 5250 7048
sales@wibu.systems

Join Wibu-Systems at the following events:

Hannover Messe r 1 INNO DAYS - German devSec
17-21 April 2023 e 14-15 June 2023 // heise  12-13 September 2023
=Sl Hannover, Germany 2023 Wibu-Systems devsec()  Karlsruhe, Germany

Hall 16, Booth BO9 Karlsruhe, Germany

INNO DAYS - English formnext sps
rn“;’g 20-21 September 2023 form 7-10 November 2023 Sp 14-16 November 2023
2 oza Wibu-Systems Frankfurt, Germany Nuremberg, Germany
Karlsruhe, Germany
Wibu Academy
The Wibu Academy is a platfqrm for courses and_tralmng delivered by Wibu- !-"F{':;?s@
Systems top experts on hot topics that are in line with the goals of the House of =
IT Security: boosting IT security in research and practice. The range of sessions =' '--ffi -‘g}.

is split into two separate paths:

m Cybersecurity in life applications — from the basics of
cryptography and secure software development to Al
security and Post Quantum Cryptography

"ACADEMY T Publ!cly funded research projects — best practices for
application and management

um

www.wibu.com/
wibu-academy.html

Wibu-Systems’ Masterclasses

Also, our monthly fully immersive masterclasses focus on unique content and are designed for beginner, intermediate,
or advanced users of our CodeMeter technology. The 2023 season will cover areas such as obfuscation, app
management on the edge, ERP integration, cloud licensing, and a lot more. Watch out for our forthcoming
announcements either on our website or via newsletter and get ready to register for the sessions that are most
helpful to you.
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