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DA Software Encryption with AxProtector

PE Header PE Header

Code Section Encrypted
Code Section

Data Section Encrypted
AxProtector Data Section x

Resource Section Encrypted
Resource Section x

AxEngine

(Security Engine)

Application Protected Application
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e Document Encryption with AxProtector

Document Header WIBU Header

Data Encrypted Document Header §

Encrypted
Data

AxProtector

Document Protected Document
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Ll Protected Application vs Protected Document

PE Header WIBU Header
Encrypted ~ Encrypted Document Header §
Code Section Encrypted
A document needs Data
| to be decrypted
Encrypted
Data Section x
Encrypted An application
Resource Section self-decrypts
AxEngine X
(Security Engine)
Protected Application Protected Document
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DOIL Summary: Applications vs Documents

= AxProtector encrypts all sections = AxProtector encrypts the complete

= AxProtector inserts decrypting code ﬁlom:jment, Inl fpreselolfy Sse
(AXEngine) LI

= AxProtector modifies the OEP in the | AERIEGETEES I @ H.eacljer
PE Header (WIBU Header) at the beginning of

the document
= The application is still executable and

decrypts itself at start = An application is required to

recognize this document and decrypt
it when loaded

5 April 2017 © WIBU-SYSTEMS AG 2017 - A Shelter to Protect your Documents



LIBU

SYSTEMS

PDF Files

5 April 2017 © WIBU-SYSTEMS AG 2017 - A Shelter to Protect your Documents



LIBU

SYSTEMS

N

Adobe

PDF File

Encrypting a PDF File

SmartShelter|PDF

Adobe Acrobat
+

SmartShelter|PDF Author
+

Firm Security Box

Firm Code = 10
Product Code = 1000
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AL Encrypting a PDF File

= SmartShelter|PDF relies on the native encryption mechanism from Adobe
Acrobat (AES, 256 bit)

= SmartShelter|PDF creates a password for this encryption mechanism

= |nvisible to the user and thus impossible to copy

= Derived from Firm Code and Product Code

= With high entropy and therefore secure against brute force attacks

= SmartShe
= SmartShe
= SmartShe

5 April 2017
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PDF detects unwanted programs
PDF supports all CodeMeter Product ltem Options
PDF supports all the security features of Adobe Acrobat
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Adobe

Protected PDF File

Decrypting a PDF File

SmartShelter|PDF

Adobe Acrobat Reader
+

SmartShelter|PDF Reader
+

License (CmDongle /
CmActLicense)

Firm Code = 10
Product Code = 1000
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= E Decrypting a PDF File

= SmartShelter|PDF verifies if a valid license (Firm Code / Product Code) is
available

= SmartShelter|PDF generates the decryption password

= The user is not aware of the used password

= The document is decrypted in the memaory

= SmartShelter|PDF is on the alert for unwanted programs and ready to
close the PDF file immediately if any unwanted program is detected

= SmartShelter
= SmartShelter

5 April 2017

PDF provides an interface for customized error dialogs
PDF supports all CodeMeter Product ltem Options
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& =
| Wibu-Systems_KEYnote33_Spring_17.pdf - Adobe Acrobat Pro Extended @@l!i

File Edit View Document Comments Forms Tools Advanced Window Help L

s ™
ﬁ Create ~ Gi.;j Combine ~ @ Collaborate ~ [ﬁ Secure v / Sign ~ @ Forms ~ E Multimedia ~ :? Comjﬂ WIBU-SYSTEMS SmartShelter PDF u

OOe ey 4+ % L /6 Iy & 8 ® % 5 [ Find (.::w) SmariShelter PDE

.
IE SPRING 2017 Encryption settings | Flaintext passwords I Miscellaneous

With this Adobe Acrobat plug-in you can encrypt your PDF documents with the CmContainer/
WibuBox. For this, enter your Firm Code and your desired Product Code. The document will be
protected with a password generated with these parameters,

n‘ / . . - & A
5 \ \ 0 P
/ X X ‘ . ] oL - Encryption settings
Firm Code 6000010 Licensing System |CodeMeter A ]
Product Code 201000 Algorithm 4 -
Feature Code Edit more systems ... ]
[ chedk activation date Unit Counter check Mo check - ]
|:| Use network access License options Convenient N

[7] chedk expiration date f usage period

Permissions [ Compatibility

Restrict editing and printing of the document. Set backward compatibility to older
; Set
Adobe Acrobat versions.
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’
7] WIBU-SYSTEMS SmartShelter PDF [

”
| Permissions / Compatibility [

) SmartShelter PDF

(@) SmartShelter PDF

Encryption settings | Plaintext passwords I Miscelaneous

With this Adobe Acrobat plug-n you can encrypt your PDF documents with the CmContainer/ Compatibility: [Acrobat 7or higher - ]

WibuBox. For this, enter your Firm Code and your desired Product Code. The document will be -

protected with a password generated with these parameters, Permissions

Encryption settings Printing Allowed: [None i ]
Eirm Code 6000010 Licensing System |CodeMeter ~2 ] Changes Allowed: [None ot ]
Product Code 201000 Algorithm 4 s [7] Enable copying of text, images, and other content
Feature Code Edit more systems ... ] [] Enable text access for screen reader devices for the wisually impaired

[ chedk activation date Unit Counter check Mo chedk S ] I:l e LTRSS

[7] only open in Adobe Reader
[7] Advanced debugger chedk

|:| Use network access License options Convenient N

[7] chedk expiration date f usage period

Permissions [ Compatibility |

Restrict editing and printing of the document. Set backward compatibility to older
Adobe Acrobat versions.

o) (o

ok || cancel
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. | WIBU-SYSTEMS SmartShelter PDF

e
.| WIBU-SYSTEMS SmartShelter PDF

(@) SmartShelier PDF

(@) SmartShelter PDF
Encryption settings m I Miscellaneous I—IEncrypﬁm sctinas Plaintext passwords | piacbmenus

This iz the passward, which was generated with the encryption parameters above for this document.
It is not recommended to publish it. However, it is possible to open the document without a

With this Adobe Acrobat plug-in you can encrypt your PDF documents with the CmContainerf EmContainer WibuBox if a user has this password.

WibuBox. For this, enter your Firm Code and your desired Product Code. The document will be
protected with a password generated with these parameters. G0E4EC 74E0BR8FOEES 29FBS FEBE5BASS

Owner password

Encryption settings

8811CS7DEDEDSAABSO44C AESS 2CBS3BE
FirmCode 6000010 Licensing System |CodeMeter - |
Product Code 201000 Algorithm (4 - |
Feature Code Edit more systems ... ]
[ chedk activation date Unit Counter check [No chedk - ]
|:| Use network access License options |Cnnvenient K |

[7] chedk expiration date f usage period

Permissions [ Compatibility

Restrict editing and printing of the document. Set backward compatibility to older -
; Set
Adobe Acrobat versions.

ok J[ Concel |
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p
| WIBU-SYSTEMS SmartShelter PDF 5

e
.| WIBU-SYSTEMS SmartShelter PDF

(@) SmartShelter PDF (@) SmartShelier PDF

) ) j i i Miscellaneous
Encryption settings | Plaintext passwords Iml | Encryption settings | Biglext pasnogls |
User Message DIl
With this Adobe Acrobat plug-n you can enarypt your POF documents with the CmContainerf With a User Message DIl you can define your own defined error messages, that wil be displayed
WibuBox, For this, enter your Firm Code and your desired Product Code, The document will be instead of the default messages,

protected with a password generated with these parameters,

To use this it is necessary that a User Message Dl is accessible on the dient computer. The name
of the Dl is stored inside the encrypted document.

Encryption settings

Firm Code 5000010 Licensing System [CodeMeter - ] Mame of User Message DIl {without extension) ||
Product Code 201000 Algorithm (4 - |
Feature Code Edit more systems ... ]

[ chedk activation date Unit Counter check [No chedk - ]

|:| Use network access License options |Cnnvenient K |

[7] chedk expiration date f usage period

Permissions [ Compatibility

Restrict editing and printing of the document. Set backward compatibility to older -
; Set
Adobe Acrobat versions.

ok J[ Concel | |
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DA Open a Protected PDF-Document (No License Available)

5
BN Adobe Acrobat Reader DC o )
File Edit View Window Help
Home Tools @ signin
Q search (1
SEarcn (1]
File Lists

[ [

B WIBU-SYSTEMS SmartShelter PDF

Sent
|\ computer (@) SrmartShelter PDF

Document Cloud

Add Account

|| There were errors decrypting this document. To open it you need a CmContainer with an

NO Recent Files 6000010: 201000 entry,

Please contact the author of this document to receive either the password or a CmContainer!

Clear Recent Files
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Open a Protected PDF-Document (License Available)

=" MyDocument.pdf (SECURED) - Adobe Acrobat Reader DC . Ak [E=EER
File Edit View Window Help
Home Tools MyDocument.pdf (.. X @ signin

® =5 KB Q ®Q@® |1/ A M rsw -

B
&
(k]
@

EYnote3

THE WIBU-MAGAZINE

© WIBU-SYSTEMS AG 2017 - A Shelter to Protect your Documents

5 April 2017



LIBU

SYSTEMS

Standard Documents
in a Viewer

5 April 2017 © WIBU-SYSTEMS AG 2017 - A Shelter to Protect your Documents



LIBU

DSILE Encrypting a Standard Document

AN AN AN AN
Audio| |Video Audio| |Video
‘ )) — AxProtector
AN B\ AxProtector AN AN
Text XML - Text XML
Firm Security Box
E < > irm Code = E >
T - / Prolziuct CCo(ZYe = 11%00 Qll‘; gl_

Document Protected Document
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DO Encrypting a Standard Document with AxProtector

Document Header WIBU Header
Data Encrypted Document Header x
Encrypted
Data
AxProtector
AxProtector
+
Firm Security Box
Firm Code = 10 4
Product Code = 1000
Document Protected Document
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DO Encrypting a Standard Document with AxProtector

= AxProtector fully encrypts the file

= Including a possibly existing Document Header
= Algorithm: AES, 128 bit

= The key is derived from Firm Code and Product Code

= AxProtector inserts a specific WIBU Header at the beginning of the
protected document

= The decryption can be restricted to specific viewers

= Professional Services can help with customizations

= AxProtector supports all CodeMeter Product Item Options
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D82 Decrypting a Standard Document

] B u B n B ] B
Audio | |Video Audio| |Video
ni) Q-q ) | | g
N\ N\ Document Viewer N\ N\
+
Text XML SmartShelter|SDL Text XML
+
m — N / > License (CmDongle / T — < / >
% - E ' CmActLicense) -
Firm Code = 10 :
Protected Document Product Code = 1000 Document in Memory
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D82 Decrypting a Standard Document

= SmartShelter|SDL is located between the viewer and the operating system

= Viewer is encrypted with AxProtector

= An encrypted .dll gets injected into the process of the viewer (by an SDL-start
application)

= SmartShelter|SDL verifies if a valid license (Firm Code / Product Code) is
available

= SmartShelter|SDL decrypts the document
= The user is not aware of the used password

= The document is decrypted in the memory
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D82 Decrypting a Standard Document

= SmartShelter|SDL is on the alert for unwanted programs closes the
application immediately if any unwanted program is detected

= SmartShelter|SDL controls all writing operation of the viewer

= Unencrypted

= Always encrypted
= Writing forbidden

= SmartShelter
= SmartShelter

5 April 2017

SDL provides an interface for customized error dialogs
SDL supports all CodeMeter Product ltem Options
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el Writing Standard Documents?

= SmartShelter|SDL can verify if the application is writing files

= New file: Unencrypted | Writing forbidden | Encrypted

= Existing file: Condition maintained | Writing forbidden | Encrypted
= SmartShelter|SDL can monitor “Copy & Paste”

= Mode: Always allowed | Always forbidden
= SmartShelter|SDL does not know the context of the application

= “Copy & Paste” and “Save As” can only be monitored for all documents
unconditionally
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el Writing Standard Documents?

= Protecting standard documents is also technically possible, if the
application can write these documents

= Astrong protection is only possible if the options “Copy & Paste” and
“Save As” are completely disabled

= Usually not compatible with the requirements in use

= Knowledge of the internal processes of the application is required (for example,
generation of temporary files)
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= Music recording software

= My software should always run and record music

= Recorded music should only be accessible with a valid license
= Demo version

= My demo version can do anything but:
a) Saved files cannot be opened

b) No files may be saved

= Individual configuration files

= My customers are not allowed to exchange configuration files
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= Protection of user’s data

= My users should be able to protect files themselves because these files contain
sensitive and trustworthy data

= Data from an authorized partner

= My software should only be able to process data that was created with my software
or the software of an authorized partner

= Data for authorized partners

= The data created with my software may only be processed with my software or that
of an authorized partner
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= CodeMeter provides top-of-the-breed cryptography
= CodeMeter provides secure key storage
= Solution approaches:

= A common symmetric key for all
= An individual symmetric key for everyone
= Encryption with an asymmetric keypair

= Signature with an asymmetric keypair
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AL Symmetric Encryption

Encrypted Data

Sender

s

@

2

2

3

@

2
Recipient

Encrypted Data
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DS A Common Symmetric Key for All

= The key is generated automatically via a license entry (Firm Code and
Product Code)

= All users who are allowed to decrypt the protected data will receive the
same license entry

= Groups of users and even individual users can be assigned different
licenses

= Use cases

= Sales of protected content, and not just software

= Protection of configuration files
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aas e An Individual Symmetric Key for Everyone

= Individual key for every user

= Aseparate license entry for every user
= A common license entry with randomly selected Secret Data or Hidden Data entries

= User-specific key, alternatively in separate Firm Code or the Firm Code of the
vendor

= Use cases
= |ndividually protected configuration files

= Protection of user’s data
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el Asymmetric Encryption

Encrypted Data
5 =
o Encrypt Public Key Decrypt \ Private Key 2
2 S
“ o

Encrypted Data
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AL Generation of an Asymmetric Keypair

= Akeypair is generated and the private key is stored securely in the
CmContainer

= The manufacturer generates the keypair
= The user generates the keypair
= The public key is known to the system
= As a mini-certificate with root key (public key) in the application

= Hard-coded in the application

= The mini-certificate is signed with an individual root key (private key)
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el  Encryption with an Asymmetric Keypair

= Encryption with the public key is always possible

= Decryption is possible only if a valid license with the matching private key
s available

= Use cases
= Data encryption with a demo version
= Music recording software

= Data may only be processed by the software of an authorized partner who holds the
correct license
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Signature

Hash
— Hash =
< O
c =3
(] (&
Z o
Validate Public Key
Signature Yes No
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AL Generation of an Asymmetric Keypair

= Akeypair is generated and the private key is stored securely in the
CmContainer

= The manufacturer generates the keypair
= The user generates the keypair
= The public key is known to the system
= As a mini-certificate with root key (public key) in the application

= Hard-coded in the application

= The mini-certificate is signed with an individual root key (private key)
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DAL Signature with an Asymmetric Keypair

= The signature can only be created if a valid license with the matching
private key is available

= The verification of the signature with the public key is always possible
= The authentication of the public ey can be ensured with a mini-certificate
= Use cases

= Protection of application data against tampering
= Secure (engine) journal

= Only data from an authorized partner is processed
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= PDF Files
= Higher protection standards with SmartShelter|PDF
= Standard Documents
= Easy integration into a viewer and high protection with SmartShelter|SDL
= |ntegration into an Office application only under certain conditions
= Proprietary Documents
= Use of CodeMeter Core API

= Versatile applications
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Thank you very much for your attention!

B[ E3in v & 3

Germany.  +49-721-931720
USA: +1-425-7756900 http://www.wibu.com
China: +86-21-55661790 info@wibu.com
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