industrial internet”
CONSORTIUM

Industrial Internet
Consortium Webinar

Ensuring Trustworthiness during Digital : Nonsonium.ong
Transformation: Focus on Reliability N\,

2020-Jun-03

WWwWw.iiconsortium.org



Q Trustworthiness Webinar Series (First of Five webinars)

)
CONSORTIUM

Ensuring Trustworthiness during
Digital Transformation

Focus on Reliability

12:00 EDT




G Housekeeping

* Today’s presentation available T g 2A

* Q&A at the end of the Webinar it |

* Send unanswered questions to L. e
- info@iiconsortium.org JLIME: oteocke ekoer y
- Discussions/questions to continue in 3 12:00 EDT

the [IC Community Forum
- https://community.iiconsortium.org/

e Additional resources available as
attachments and on demand



mailto:info@iiconsortium.org
https://community.iiconsortium.org/

Q Introducing the Speakers

LIBU

SYSTEMS

Marcellus Buchheit

President & CEO at Wibu-Systems USA Inc.

and Co-Owner, Wibu-Systems AG
Co-Chair lIC Trustworthiness Task Group

MITRE & TARAELRN

Robert Martin Keao Caindec
Senior Principal Engineer at MITRE, IIC CEO & Principal Analyst at
Steering Committee Member, & Co-Chair Farallon Technology Group

[IC Trustworthiness Task Group



0 Accelerating Industrial loT

* Founded in 2014
industrial interet

CONSORTIUM *A globa!, open me.mbership
consortium spanning 30+
countries

 Members work together to
accelerate the development
of Industrial loT and
commercialize tested
solutions.



:: Industrial loT is Becoming Pervasive
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Q What is new in lloT systems versus traditional capabilities?

IT Risk

Operational Risk & Dependence

Loss of data or capability >

> Loss of property or lives

Scratch Built Software

Assembled Software

Majority of products built with no
3'd party dependencies

Traditional Computers

Use of open source and 3™ party libraries,
modules, frameworks, and services
Multi-party software updating/patching

Software Enabled Everything

Servers Databases
Desktops Office apps
Laptops E-mail
Tablets Browsers
Switches Routers

Healthcare Implantable Medical Smart Munitions
Aeronautics Smart Manufacturing Intelligent Vehicles
Smart Energy Water Treatment Intelligent Shipping
Oil & Gas Hydro Power Dam Management
Microgrids Smart Cities Building Management

Autonomous Systems



G Defining Trustworthiness

Trustworthiness = degree of confidence one has that the

system performs as expected with characteristics Character'
“=TIStics

incIudinngafety, security, privacy, reliability and resilience |

in the face of|environmental disturbances, human errors, ‘

Isystem faults and attacks.

Threats @0
(11IC vocabulary V2.2, https://www.iiconsortium.org/vocab/)



https://www.iiconsortium.org/vocab/

G Trustworthiness: The Symbol

https://www.iiconsortium.org/news/journal-of-innovation-2018-sept.htm



https://www.iiconsortium.org/news/journal-of-innovation-2018-sept.htm

G Trustworthiness: in the lloT World

Information Technology (IT)

Operational Technology (OT)

10



G Different Perspectlves on Assurance of Trustworthiness

Insurer

How do | Operator

underwrite |t7’ ’ * How do | use this?
* Canl trustit?

Researcher
What technology is

needed to ensure trust?

7 * Am | responsible if it makes a mistake?
Will it keep working?

-9 Commander/
Manager

* Canlreliably usein
operations?

* What changes operationally?

2

Creator
* How should | design
and build? Regulator
* Will I be liable for )
problems? Is it safe and
. secure?
Acquirer '
. * How do | express
Community requirements? Patron
* Do | want this in my * Wi" it work they way * Isitsafe?
backyard? it should? + Should | use it?
* Canlcountonit? e Canl count on it to
protect my privacy?



System Lifecycle — Operational Need mapping to Delivered Capability

Operational Need Delivered Capability

Business or Mission Analysis / :.Disposal

.‘ " Sustainment and Continuous Engineering

Stakeholder Needs & Requirements Definiion Requirements Validate | S
l Solution " Operation
System Requirements Definition ontinuous Applicatio, A e
Across Softwa ‘
Lifecycle :
" Transition

£ S Architecture Definition

Design Product

Design Definition Implementation
Integration
System Analysis
Verification

Support Development

Software Trustworthiness Best

Practices IIC Whitepaper .



Q Composing Assurance Cases

Assumptions
& Preconditions

Claim =
assertion to be proven

Argument =

i i
how evidence supports claim
required documentation

13



0,

Multiple Sources of Assurance Evidence from Throughout
the Lifecycle of the item(s) needing Assurance.

CONOPS
Red Teaming evaluation

Blue Teaming \ l

Attack Surface Analysis

Architecture Analysis

Evidence

~— —— Design Analysis/Review

Penetration Testing —>

/T \\

Dynamic Runtime Analysis t Static Analysis

Malformed Input Testing
(Fuzzing)



Q Trustworthiness: Management Considerations

Ongoing Action

Systems

Adaptivity

15



Q Definition of Reliability

Reliability = ability of a system .IZZE?J Incident
or component to perform its
required functions under stated

conditions for a specified period System status

Of tlme' Normal q Security
“works” o Safety
(11C vocabulary V2.2,

https://www.iiconsortium.org/vocab/) m Disruption
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Stabilizing Defending
methods methods
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https://www.iiconsortium.org/vocab/

Q Reliability: Foundation and Targets

Government Law and Regulations Industrial Standards Humans Environment
national and international standards and guidelines employees, customers, nature, neighbor systems,
(USA, EU, UN etc.) (ISO, IEC, IEEE etc.) visitors, guests public infrastructure

Best Practice Engineering
general, industry-specific science, general and
and system-specific industry-specific

Operation
static design and setup dynamic execution
ready to execute of the system, staff




G Trustworthiness: Importance of Reliability

Trustworthiness

A
1850 1900 1950 1995 2010
Early Traditional Internet
Industrial Industrial Industrial
Age Age Age

(IT-) Privacy

(IT-) Security

Resilience

Reliability

Time

Reliability is driven by:

* Business: investors and
other stakeholders

* Customers: availability,
precision and stability

 Employees: stability and
avoidance of stress

18



G Implementing Reliability: Examples

* Every activity to keep a system running (outside of incidents)
* Predicted and spontaneous maintenance

* Implementing redundancy at critical points
- Example IT: RAID-systems for hard disks, backup for data

e Usage of statistical methods:
- Predicting early failure and sunset: Bathtub curves

- MTTF (Mean Time To Failures)
- MTBF (Mean Time Between Failures)



Q Working across the World to

Establish Trustworthiness

Integrating efforts and ideas from Industrie Platforme 4.0,
Society 5.0, NIST, ISO, and others.

Practices

Evidence
Documentation for:

Identity Management (E)
Access Control (E)

Data Protection Model (E)
Response Plan (H)
Continuity of Operations (H)
Threat Modeling

Design
Policy
Business Continuity Plans
Business addresses Threats .
Vulnerability Assessment
Identity and Key Management
Data Protection policy
Incident response and recovery plan
Situational Awareness

¢

Trustworthiness and Product Lifecycle

Change Management (E)

+ Software * Configuration Mgmt  * Physical Protection (€) * Vulnerability Assessment (H) Key Memt
; + Training * Data Protection Controls (E) * Hardware Decommission
Trustworthiness - * Patch Management (H)
; + Situational Awareness (H) e * Disposal
* Supply Chain *+ Monitoring (H)
. * Human Factors 3
Trustworthiness * Event Detection (H)
* Third Party
Dependencies
Organizational Culture, Governance Domain: Program & Compliance Management; Risk Attitude >

Document integrity
controls

Document contractual
controls, SLAs, KPIs
Implement access
control mechanisms

Asset Management * Physical Security in place * Patch * Dec ioning
policy * Tools documented + Change t doc d
Configuration review * Clear responsibilities * Automation for support ¢ Revocation management
Non-Production Test * Malware protection in * Codify information sharing
Document data place * Business availability metrics
protection measures * Provide forensics support
Train personnel * Process for monitoring

known threats
Leadership, Vision, Strategy, Documented Programs, Policies 14

Evidence and Assurance of Trustworthiness

Social
Implementation

* To ensure the trustworthiness of supply chains,
we strive to apply feedback on a continual basis through “Technology Development” and “Proven Application”.
* Research results are socially implemented aiming for a safe and secure society where Society 5.0 and

Connected Industries are a reality.

Society 5.0/Connected Industries

4.5 Initiatives to ensure the trustworthiness of supply chains

HITACHI

Inspire the Next

loT

IT Systems Delive

OT Systems e

Al

Delivel
Supply Chain ﬂ
Order form E Order form EEE Order form m User
e \
Sl  Technology Development Proven Application International partnerships
P t (Interacti —H
1 rocurement (interaction H H g
Creation of between companiee) Dispatch information
Trust and
Structuring the Trust Chain “ Manufacturing (Factories) “ Maintain consistency
Trust Chain Validation

Service industry (Buildings)

Build consensus

20



0‘ Learn more!

e ||C Webinars
* Events

* Membership information

* Join the discussions on
community.iiconsortium.org

e Contact us: info@iiconsortium.org

| NEVER MISS A WEBINAR
ANNOUNCEMENT.
REGISTER NOW

48 ON BRIGHTTALK!

lIC BrightTALK Channel

21


http://www.iiconsortium.org/webinars/index.htm
http://www.iiconsortium.org/events.htm
http://www.iiconsortium.org/become-member.htm
community.iiconsortium.org
mailto:info@iiconsortium.org
https://www.brighttalk.com/channel/14645/
https://www.brighttalk.com/channel/14645/

0 Thank youl!

%

¢

 Additional resources available as links &

attachments

Questions, audience comments?
community.iiconsortium.org

Www.iiconsortium.org
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Community. Collaboration. Convergence.

industrial intemet
CONSORTIUM

We are THE Industry loT Consortium

LliBU

SYSTEMS

MITRE

& TARGEERN
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community.iiconsortium.org

