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Current Situation
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Current Seamless Travel
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Challenges: Policy Contradictions
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Challenges M

POST QUANTUM ARCHITECTURE

CYBER SECURITY SUSTAINABILITY

CRYPTOGRAPHY GUIDELINES
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Post Quantum Cryptography for Secure Documents oM
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Quantum computing is currently to — Standard CfryptongIphybecomes‘
be 158 million times more powerful , T - Vulnerable, therefore Quantum

than any known supercomputer. Cryptography will secure our identity.
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Solution Concept
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Essential Immigration Components

Immigration Pillars

PKI/ PKD
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Integrated to Contactless Travel System (Airline/Airport)

as recommended by IATA

High Tech International

4/8/2024

Muhlbauer Group

10



Diversity of Travel Documents M| Miihlbauer
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Public Key Infrastructure / Public Key Directory M Miihibaner
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Seamless Travel: Next Chapter
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Upgrade digital and mobile Documents with PQC proven Chip and Secure Element

Upgrade Personalization systems from Machine to issuing systems to support PQC

Upgrade PKI including Inspectionssystems mainly with new generation of HSM

Upgrade use algorithm for secure communications between involved system components

Plan a new proejct from now which shall run over next 10 years to be ready for PQC
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Thank you for your attention.



